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by Izabela Albrycht 

– Chairperson, The Kosciuszko Institute 

The Three Seas Initiative

Launched in 2016 by the countries borde-

ring the Adriatic, the Baltic and the Black 

Seas, the Three Seas Initiative (3SI) has 

been set to deepen integration among 12 

Member States of the European Union: Au-

stria, Bulgaria, Croatia, the Czech Republic, 

Estonia, Hungary, Latvia, Lithuania, Poland, 

Romania, Slovakia and Slovenia, and to 

strengthen economic competitiveness, 

connectivity and cohesion of the Central 

and Eastern European region. The tools to 

achieve this, namely a new cross-border 

regional infrastructure, concentrate on 

increasing interconnectivity in the fields of 

energy, transport and telecommunication 

along the North-South axis of the region.

A digital upgrade

As soon as the region’s significant and 

largely untapped potential was recognised, 

the concept of the 3SI started receiving 

more attention, attracting new committed 

champions to support the cause. Consequ-

ently, in June 2018, a group of regional 

think tanks spearheaded by the Kosciuszko 

Institute introduced the Digital 3 Seas 

Initiative (D3SI). 

Resting upon an enhanced 

cybersecurity dimension, the 

D3SI embraces a disruptive 

technological change in 

the global economy. This 

disruption is powered 

by digital advancements 

in all production sectors 

and in all types of 

processes, irrespective of 

geographical location. 
 

Drawing upon the 3SI, the D3SI proposes 

solutions to tackle this disruptive chan-

ge within its international framework. 

Moreover, the D3SI highlights the fact that 

next to the two pillars of 3SI – energy and 

transportation, the third, digital pillar is 

now emerging and becoming increasingly 

prominent. To enable its development, we 

need to duly recognise the digital potential 

of the region and create a favourable and 

secure ecosystem for it to thrive.
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The 3 Seas Digital Highway 
– a foundational project

On 17 September 2018, the leaders of 

the 3S countries gathered in Bucharest 

for the third Three Seas Summit, with 

the aim to make substantial progress in 

enhancing their collaboration efforts. One 

of the summit’s outcomes was a shortlist 

of main strategic projects in the energy, 

transport and digital domains. Within the 

digital domain, the 3 Seas Digital Highway, 

an integral part of the D3SI, was identified 

as one of the priority interconnection 

projects of the 3SI that can enhance 

North–South secure digital connections in 

the region. It was acknowledged that the 

3SDH could bridge the gaps in the com-

munication infrastructure including fibre 

optics (both backbone and access layers) 

and 5G technology infrastructure. This 

cross-border digital infrastructure could 

be deployed along the already planned the 

3S transport and energy routes (the Via 

Carpatia is especially promising one). 

The 3SDH underpins the growth of the 

data economy in the region. It can set the 

foundations for projects that contribute 

to the development of modern digital 

economies and data-driven industries in 

the region, such as modern cloud-based 

services and data centres (the so-called 3S 

data islands), IoT projects, AI technology, 

e-commerce centres, DIHs and Competen-

ce Centres, and the autonomous vehicle 

industry.

The future ahead

This report provides an overview of streng-

ths and weaknesses of the 3S countries in 

relation to their economic outlook, the ICT 

sector development (including cybersecu-

rity) as well as their digital skills pool, digital 

industry, and emerging technologies, such 

as 5G and the most up and coming field of 

AI and robotics. 

‘Technology in everything’ and global 

interconnectivity is now running the world. 

Therefore, secure digital transformation 

and systemic support for data-based eco-

nomy and hi-tech innovations can serve not 

only as another engine of growth, but also 

as a lever for leapfrogging and gaining new 

economic momentum for the region. 

Technological advancements also have 

their geopolitical implications. In the era 

of a strategic struggle between global 

powers, a continuous expansion of the 

Science, Technology, Engineering, Mathe-

matics (STEM) talent pool will determine 

the outcome of the battle for technological 

supremacy and economic dominance. 

Additionally, the economic and digital 

potential of the 3S region can be unlocked 

and systematically supported to become 

a new driver of growth and modernisation, 

also for the EU.
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Setting up strategic goals

The threat of economic stagnation, the 

so-called middle income trap, which could 

have prevented the CEE countries from 

catching up with more advanced econo-

mies, was identified and addressed by the 

Kosciuszko Institute and think tanks from 

the region in 2015.1

Therefore, one of the region’s strategic go-

als of the region’s strategic goals should be 

to climb up the global supply chain ladder 

in IT and cybersecurity sectors and create 

more value-added products and services. It 

is up to the 3S countries to develop strate-

gies for both the convergent and innova-

tive growth. Providing systemic support 

for data-based education, reskilling and 

development of digitally advanced skilled 

workforce will help achieve the perfect ba-

lance between old-style investments in ma-

nufacturing and modern-style funding of 

cutting edge technologies that focuses on 

identifying emerging niches and competiti-

ve advantages in order to maintain the lead 

in the technological race and leveraging in 

the global value chain. The times of being a 

mere economic follower are over; now the 

time has come to become a leader.

It takes good projects, 
money, planning 
and collaboration… 

Technological capacity and resources need 

to be pooled together in the cooperation 

with EU Member States and our transatlan-

tic allies. This approach would significantly 

enhance our agility in identifying upcoming 

trends and opportunities but, most impor-

tantly, in addressing security challenges 

and threats. An innovation friendly eco-

system requires collaboration, mash-ups 

and link-ups of the region’s most innovative 

growth engines, such as universities with 

R&D centres, Digital Innovation Hubs and 

Competence Centres. It also calls for de-

fining the 3SI’s value proposition to boost 

its domestic potential and attract foreign 

direct investments. For the ecosystem to 

be successful, it also requires ramping up 

cross-border investments as well as deve-

loping joint infrastructural projects and 

trade between 3S countries.

In time to come, we can design and success-

fully negotiate financial support for secure 

digital transformation within the next Mul-

tiannual Financial Framework (2021-2017), 

including Horizon Europe’s next research 

and innovation framework programme 

to help the entire region to flourish. The 

investments would positively resonate 

across the EU, enhancing its economy and 

strengthening its cybersecurity posture.
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In this context, the cooperation between 

the 3S region and the U.S. that concentra-

tes on a transfer of technology, sharing of 

experiences and achievements of digital 

transformation as well as the means of 

addressing cyber threats would be highly 

beneficial.

… and an enhanced 
cybersecurity dimension

Without strengthening the resilience of 

national and regional infrastructures, the 

3S will be exposed to cyberattacks and 

cyber disruptions. Therefore, cybersecu-

rity needs to be properly recognised as 

an overarching dimension that permeates 

all the three pillars of the 3SI. It requires 

capacity building and collaboration within 

the framework of EU policies and stra-

tegies as well as within the international 

context, such as the Cyber Deterrence 

Initiative planed by the U.S. National Cyber 

Strategy. A stronger American bilateral and 

regional engagement in CEE with respect 

to cybersecurity has potential for synergy 

within the 3S.

The present report identifies a set of re-

commendations for the development and 

implementation of cutting-edge techno-

logies to unlock economic potential of the 

region. However, its potential will not be 

achieved without enhanced cyber coope-

ration and capabilities within the 3S region, 

the EU and the transatlantic area. 

All this can happen here in CEE, with the 

3SI on the rise. 

How to read the report?

The report should be considered as a conti-

nuation of the Kosciuszko Institute’s White 

Paper The Digital 3 Seas Initiative: A Call for 

a Cyber Upgrade of Regional Cooperation re-

leased in June 2018. In order for the report 

to present as wide range of viewpoints as 

possible, the representatives of 5 out of 12 

3S countries (Croatia, Hungary, Poland, Ro-

mania and Slovakia), including think tanks 

and experts, were asked to participate in 

the creation of the Roadmap. The chapters 

reflect the standpoints of several authors 

from these countries. In addition, the think 

tanks delegates were asked to take part 

in a survey with questions concerning all 

the key topics covered in this publi cation. 

Their responses have been woven into the 

final document in several different forms: 

main narration, a Case Study and a Success 

Story. The chapters also give an outline of 

the current state of play, seen from the per-

spective of both the 3S region and the EU. 

Each chapter ends with Recommendations 

for the Digital 3 Seas countries providing 

specific guidance for the 3S countries and 

their allies. 

SOURCES:
1. Middle-Income Trap in V4 Countries?, 

The Kosciuszko Institute, 2015
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The 3 Seas Digital Highway 

(3SDH) is a concept 

developed by the Kosciuszko 

Institute. The project is 

now on the list of priority 

interconnection projects 

announced at the Three 

Seas Summit in Bucharest 

in September 2018.1 The 

project was submitted 

by the Polish Ministry 

of Digital Affairs and 

the Chancellery of the 

President of the Republic 

of Poland and supported 

by the Polish Ministry 

of Entrepreneurship 

and Technology.

The empowering 5G is the nucleus of the 

idea of connecting the 3S region by means 

of the 3SDH, which would allow for better 

and more secure data transfer from the 

north to the south of the region. The 3SDH 

could bridge the gaps in the communication 

infrastructure including fibre optics (both 

backbone and access layers) and 5G tech-

nology infrastructure. This cross-border 

digital infrastructures could be deployed 

along the already planned 3S transport and 

THE 3 SEAS 
DIGITAL HIGHWAY
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energy routes (the Via Carpatia is especial-

ly promising one).

The 3SDH underpins the growth of the 

data economy in the region. It can set the 

foundations for projects that contribute 

to the development of modern digital 

economies and data-driven industries in 

the region, such as modern cloud-based 

services and data centres (the so-called 3S 

data islands), IoT projects, AI technology, 

e-commerce centres, DIHs and Competen-

ce Centres, and the autonomous vehicle 

industry. Technical parameters of the 5G 

network can be customised to deliver 

endpoint services and are expected to 

revolutionise mobile telecommunications 

by providing access to new mobile techno-

logies not only to citizens, but also, on a lar-

ge scale, to companies, that will build upon 

it to maintain their competitive advantage.2

The construction of a modern, robust 

and secure technology infrastructure can 

incentivise strategic domestic and foreign 

investments, promote development and 

strengthen the position of the companies 

operating in the region.3 The 3SDH will also 

enable the creation of an enabling environ-

ment for industrial data to be exchanged 

in safe ecosystems in order to tap into the 

unexplored potential of the data-based 

economy of the 3S countries.4 

The project description underlines its 

coherence with the EU’s priorities and 

policies as ‘it would further deepen digital 

cooperation throughout Europe, contribu-

ting significantly to the competitiveness 

of the region and meeting the objectives 

of the Digital Single Market. At the same 

time, the 3SDH is coherent with a fun-

ding programme focused on transport, 

energy and digital infrastructure within 

the trans-European framework network 

– Connecting Europe Facility. To support 

infrastructure projects connecting regions 

within the EU for the period of 2021-2027, 

the European Commission proposed the 

allocation of a total budget of EUR 42.3 

billion. The digital envelope for improving 

digital connectivity (very high capacity 

broadband networks that are crucial for 

modern digital services) was scheduled for 

EUR 3 billion. Financially eligible projects 

are: 5G networks along important trans-

port routes, Gigabit and wireless connecti-

vity to institutions and local communities. 

The aim of the new proposal is to speed up 

the digitalisation of the EU economy and 

deployment of new technologies. Moreo-

ver, strengthening digital infrastructure 

foundations for future EU competitiveness 

is proposed to be a more significant goal 

under the next cohesion policy objectives, 

which will allow 3SDH parties to leverage 

the European Regional and Development 

Fund and the Cohesion Fund resources 

towards mutual benefit in terms of common, 

high-speed and highly reliable connectivity.’5 

 

Although the calendar for the 3SDH imple-

mentation was preliminarily drafted and 
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included in the description of the priority 

interconnection projects, some significant 

political will be needed to operationalise it.

2018-2019: project design 
and development phase6

• Identification of core country stake-

holders and designation of relevant 

private entities in the 3S region; 

• Letter of intent signed by the country 

stakeholders and designated private 

partners; 

• Development of good practices or 

criteria for the selection of subcon-

tractors, including telecommunications 

service operators, cloud-based service 

providers, vertical and virtual private 

5G networks; 

• Development of common security 

models and good practices related to 

the construction of 5G networks (this is 

happening now in the U.S.); 

• Identification of currently available 

funds: public (national, European, inter-

national) and private that can serve as 

the ‘seed capital’ for the project; 

• Common advocacy of the letter 

signatories during the negotiations 

of the next EU Multiannual Financial 

Framework (2021-2027) in order to 

ensure that: 

• the 3S region will receive 

increased financial assistance 

from the European Cohesion 

Fund and the European Regional 

Development Fund, and that 

a significant portion of the funds 

will be allocated for cyber-re-

silient digital infrastructure 

projects that are critical for 

a further development of the 

economy based on telecommu-

nications networks and systems, 

and are fundamental for bal-

ancing growth opportunities; 

• the Connecting Europe Facility 

digital envelop will get appro-

priate funds allocation that 

reflects the digital transforma-

tion needs of the 3S countries; 

• trans-border digital projects will 

be intentionally considered eli-

gible for the European Cohesion 

Fund and European Regional 

Development Fund.  

2020 – Implementation 
phase

• Creation of the final proposal of the 

3SDH Map; 

• Signing of the consortium for the 

deployment of the 3SDH; 

• Preparing and submitting relevant 

applications for the European/national 

funds; 

• Building the 3SDH (only if sufficient 

funding is provided). 

13



SOURCES: 

1. The full list of projects may be found here: 

http://three-seas.eu/press-releases/.

2. Three Seas Initiative (2018). The Three Seas 

Initiative – Priority Interconnection Projects 

[on-line]. Available at:  

http://three-seas.eu/press-releases/.

3. Ibidem.

4. Ibidem.

5. Ibidem.

6. Ibidem.
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Over the last decades, all economies of 

the 3S countries except Austria have 

undergone huge transformation. Their 

transition from closed, centrally planned 

and very often ineffective economies to 

highly competitive markets was possible to 

a great extent due to political and structu-

ral reforms, democratisation, entrepreneu-

rship and investment incentives as well as 

integration processes in the region. With 

over 100 million consumers (which is more 

than one fifth of the European popula-

tion) and with the continuously increasing 

importance in the global value added, the 

3S region is gaining strategic significance 

for the global economy as a whole. Yet, the 

development and growth indicators of the 

3S countries very often lag behind the rest 

of Europe. However, the continuous strong 

growth and low unemployment rates prove 

the region is developing in a very dynamic 

way. Generally, more favourable invest-

ment environment than that of Western 

neighbours may help the 3S countries 

breach this development gap. 

The aim of this chapter is to present the 

key economic indicators of the 3S coun-

tries and juxtapose them with those of 

the EU28 to reveal the genuine economic 

potential of the 3S countries.
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POPULATION

In 2017, the population of the 3S region 

totalled over 111 million (1.), which repre-

sents almost 22 % of the total EU popula-

tion (over 512 million).

Being the sixth largest EU country in terms 

of population, Poland is also the largest na-

tion in the 3S region with almost 38 million 

citizens. Romania, the second biggest coun-

try in the region with 19.5 million citizens, 

is almost half as populous as Poland. 

GROSS DOMESTIC 
PRODUCT

In 2017, the share of the 3S countries in the 

total GDP of the EU equalled 10.81 % (2.). 

The GDP per capita (3.) was lower than 

the EU average in all 3S countries, except 

Austria. The lowest rates were observed in 

Bulgaria and Romania (less than one fourth 

and one third of the EU average respecti-

vely). 

Austria 8 809 212

Bulgaria 7 075 991

Croatia 4 125 700

Czech Republic 10 591 323

Estonia 1 315 480

Hungary 9 781 127

Latvia 1 940 740

Lithuania 2 827 721

Poland 37 975 841

Romania 19 586 539

Slovakia 5 439 892

Slovenia 2 066 748

EU 512 461 290

Three Seas Total 111 536 314

Share in the EU 21,76%

Austria 416,60

Bulgaria 56,83

Croatia 54,85

Czech Republic 215,73

Estonia 25,92

Hungary 139,14

Latvia 30,26

Lithuania 47,17

Poland 524,51

Romania 211,80

Slovakia 95,77

Slovenia 48,77

EU 17 277,70

Three Seas Total 1 867,34

Share in the EU 10,81

1. POPULATION BY COUNTRY IN 2017 2. GDP (CURRENT BLN USD) IN 2017 

Source: World Bank, 2018, Population, total. Source: World Bank, 2018, GDP (current USD).
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Source: World Bank, 2018, GDP (current USD).

Austria 47 290 912,00

Bulgaria 8 031 598,00

Croatia 13 294 515,00

Czech Republic 20 368 139,00

Estonia 19 704 655,00

Hungary 14 224 846,00

Latvia 15 594 286,00

Lithuania 16 680 678,00

Poland 13 811 664,00

Romania 10 813 717,00

Slovakia 17 604 951,00

Slovenia 23 597 292,00

EU 33 715 127,00

Three Seas Average 19 362 332,27

3. GDP PER CAPITA IN 2017 

Source: World Bank, 2018, GDP (current US$).

In 2017, the average 

GDP growth rate in the 

3S countries (4.2 %) was 

a 1.8-percentage-point 

higher than the EU average 

(2.4 %). Romania (6.9 %), 

Slovenia (5 %), Estonia (4.9 %) 

and Poland (4.6 %) were 

the countries with the 

highest growth rates (4.).

2010 2011 2012 2013 2014 2015 2016 2017

Austria 1,80 2,90 0,70 0,00 0,80 1,10 1,50 3,00

Bulgaria 1,30 1,90 0,00 0,90 1,30 3,60 3,90 3,60

Croatia -1,40 -0,30 -2,20 -0,60 -0,10 2,30 3,20 2,80

Czech Republic 2,30 1,80 -0,80 -0,50 2,70 5,30 2,60 4,30

Estonia 2,30 7,60 4,30 1,90 2,90 1,70 2,10 4,90

Hungary 0,70 1,70 -1,60 2,10 4,20 3,40 2,20 4,00

Latvia -3,90 6,40 4,00 2,40 1,90 3,00 2,20 4,50

Lithuania 1,60 6,00 3,80 3,50 3,50 2,00 2,30 3,80

Poland 3,60 5,00 1,60 1,40 3,30 3,80 2,90 4,60

Romania -2,80 2,00 1,20 3,50 3,10 4,00 4,80 6,90

Slovakia 5,00 2,80 1,70 1,50 2,80 3,90 3,30 3,40

Slovenia 1,20 0,60 -2,70 -1,10 3,00 2,30 3,10 5,00

EU 2,10 1,70 -0,40 0,30 1,70 2,30 2,00 2,40

Three Seas Average 0,98 3,20 0,83 1,25 2,45 3,03 2,84 4,23

4. GDP GROWTH (ANNUAL %) 

Source: World Bank, 2018, GDP growth (annual %).
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LABOUR MARKET

In 2017, the average unemployment rate for the 3S region was 6.3 % (5.), which in the analysed 

period of 2013-2017 was lower than the EU average. 

In 2017, in the EU (and therefore the 3S region), the lowest 

unemployment rate was recorded in the Czech Republic 

(2.9 %). The highest rate in the region was observed in 

Croatia (11.1 %) and Latvia (8.7 %). To compare, among 

all EU countries, the biggest rate was recorded in 

Greece (21.5 %), Spain (17.2 %) and Italy (11.2 %) (5.).

20



Source: Eurostat, 2018, Unemployment rate 2007-2017.

2013 2014 2015 2016 2017

Austria 5,4 5,6 5,7 6,0 5,5

Bulgaria 13,0 11,4 9,2 7,6 6,2

Croatia 17,4 17,2 16,1 13,4 11,1

Czech Republic 7,0 6,1 5,1 4,0 2,9

Estonia 8,6 7,4 6,2 6,8 5,8

Hungary 10,2 7,7 6,8 5,1 4,2

Latvia 11,9 10,8 9,9 9,6 8,7

Lithuania 11,8 10,7 9,1 7,9 7,1

Poland 10,3 9,0 7,5 6,2 4,9

Romania 7,1 6,8 6,8 5,9 4,9

Slovakia 14,2 13,2 11,5 9,7 8,1

Slovenia 10,1 9,7 9,0 8,0 6,6

EU 10,9 10,2 9,4 8,6 7,6

Three Seas Average 10,6 9,6 8,6 7,5 6,3

5. UNEMPLOYMENT RATE (%)

The sectoral employment distribution in 1997 and 2017 is presented below (6.). The rate of 

employment in the least advanced areas of the economy (category no 1: agriculture, forestry and 

fishing) has dropped significantly over the two decades in all 3S countries. However, as compa-

red to the EU, this rate is still high in some countries, especially in Bulgaria (18.9 %) and Romania 

(despite an almost 18-percentage-point drop, it equalled 23.7 %).
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Source: Eurostat, 2018, Which sector is the main employer in the EU Member States?

EU EU AT AT BG BG HR HR CZ CZ EE EE HU HU LV LV LT LT PL PL RO RO SI SI SK SK

1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017

Agriculture, forestry  

and fishing
8,4 4,5 7,0 3,8 23,3 18,9 14,5 6,9 4,9 3,0 9,3 3,5 14,9 5,6 14,6 7,8 20,6 7,8 - 10,2 41,6 23,7 13,3 7,4 8,3 3,0

Industry  

(except construction)
20,5 15,3 19,5 15,8 25,6 20,1 23,6 19,7 31,7 29,1 25,5 21,4 25,9 19,8 18,7 15,7 19,9 17,8 - 24,0 25,8 21,9 31,0 22,8 30,2 24,3

Construction 6,9 6,3 7,8 6,7 4,2 5,0 7,5 6,6 9,3 7,5 7,4 7,3 5,4 6,5 6,0 7,0 5,9 7,3 - 7,1 5,3 8,0 6,6 6,4 6,8 7,1

Wholesale and retail 

trade, transport,  

accomodation and food 

service activities

23,1 24,8 27,2 27,0 18,9 25,2 25,1 28,7 22,9 23,7 24,0 25,3 22,5 24,2 24,9 27,3 21,8 26,9 - 22,8 13,3 21,7 20,3 21,4 21,4 26,3

 Information  

and communication
2,3 3 2,0 2,6 1,5 2,7 2,2 2,7 1,9 2,8 1,9 4,8 1,5 3,1 2,5 3,3 1,2 2,1 - 2,3 1,2 2,2 1,5 3,0 1,9 2,9

Financial and insurance 

activities
2,7 2,5 3,5 2,8 0,7 1,8 1,9 2,8 1,7 1,7 1,2 1,9 2,1 2,0 1,6 1,8 0,9 1,5 - 2,4 0,9 1,3 2,1 2,2 1,6 2,0

Real estate activities 0,9 1,1 1,4 1,4 0,3 0,8 0,1 0,5 1,3 1,8 1,5 1,6 1,0 1,5 2,1 2,5 0,4 1,1 - 0,9 0,4 0,3 0,2 0,6 0,9 1,1

Professional, scientific 

and technical activities; 

administrative and sup-

port service activities

7,9 12,9 6,5 11,9 3,6 7,0 3,9 7,0 6,3 8,6 4,0 8,1 3,3 10,8 4,4 9,1 3,5 8,2 - 6,6 2,0 4,5 6,7 13,3 5,4 10,3

Public administration, 

defence, education, 

human health and social 

work activities

22 23,5 21,1 23,4 19,0 15,4 17,8 20,8 17,3 18,1 21,2 21,1 19,5 22,2 22,0 20,6 23,7 22,9 - 20,2 7,2 13,5 15,1 18,9 21,2 20,0

Arts, entertainment and 

recreation; other service 

activities; activities of 

household and extra-ter-

ritorial organizations and 

bodies

5,3 6,1 3,9 4,5 2,9 3,2 3,3 4,3 2,6 3,6 3,8 5,0 3,8 4,4 3,2 4,8 2,1 4,5 - 3,5 2,4 2,8 3,1 4,0 2,3 3,0

6. EMPLOYMENT BY INDUSTRIAL BREAKDOWNS (% OF TOTAL). 
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EU EU AT AT BG BG HR HR CZ CZ EE EE HU HU LV LV LT LT PL PL RO RO SI SI SK SK

1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017 1997 2017

Agriculture, forestry  

and fishing
8,4 4,5 7,0 3,8 23,3 18,9 14,5 6,9 4,9 3,0 9,3 3,5 14,9 5,6 14,6 7,8 20,6 7,8 - 10,2 41,6 23,7 13,3 7,4 8,3 3,0

Industry  

(except construction)
20,5 15,3 19,5 15,8 25,6 20,1 23,6 19,7 31,7 29,1 25,5 21,4 25,9 19,8 18,7 15,7 19,9 17,8 - 24,0 25,8 21,9 31,0 22,8 30,2 24,3

Construction 6,9 6,3 7,8 6,7 4,2 5,0 7,5 6,6 9,3 7,5 7,4 7,3 5,4 6,5 6,0 7,0 5,9 7,3 - 7,1 5,3 8,0 6,6 6,4 6,8 7,1

Wholesale and retail 

trade, transport,  

accomodation and food 

service activities

23,1 24,8 27,2 27,0 18,9 25,2 25,1 28,7 22,9 23,7 24,0 25,3 22,5 24,2 24,9 27,3 21,8 26,9 - 22,8 13,3 21,7 20,3 21,4 21,4 26,3

 Information  

and communication
2,3 3 2,0 2,6 1,5 2,7 2,2 2,7 1,9 2,8 1,9 4,8 1,5 3,1 2,5 3,3 1,2 2,1 - 2,3 1,2 2,2 1,5 3,0 1,9 2,9

Financial and insurance 

activities
2,7 2,5 3,5 2,8 0,7 1,8 1,9 2,8 1,7 1,7 1,2 1,9 2,1 2,0 1,6 1,8 0,9 1,5 - 2,4 0,9 1,3 2,1 2,2 1,6 2,0

Real estate activities 0,9 1,1 1,4 1,4 0,3 0,8 0,1 0,5 1,3 1,8 1,5 1,6 1,0 1,5 2,1 2,5 0,4 1,1 - 0,9 0,4 0,3 0,2 0,6 0,9 1,1

Professional, scientific 

and technical activities; 

administrative and sup-

port service activities

7,9 12,9 6,5 11,9 3,6 7,0 3,9 7,0 6,3 8,6 4,0 8,1 3,3 10,8 4,4 9,1 3,5 8,2 - 6,6 2,0 4,5 6,7 13,3 5,4 10,3

Public administration, 

defence, education, 

human health and social 

work activities

22 23,5 21,1 23,4 19,0 15,4 17,8 20,8 17,3 18,1 21,2 21,1 19,5 22,2 22,0 20,6 23,7 22,9 - 20,2 7,2 13,5 15,1 18,9 21,2 20,0

Arts, entertainment and 

recreation; other service 

activities; activities of 

household and extra-ter-

ritorial organizations and 

bodies

5,3 6,1 3,9 4,5 2,9 3,2 3,3 4,3 2,6 3,6 3,8 5,0 3,8 4,4 3,2 4,8 2,1 4,5 - 3,5 2,4 2,8 3,1 4,0 2,3 3,0
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The category representing the information and 

communication sector (category no 5), which is the 

driving force of digital economy, is on the rise in each 

country. The biggest change, from 1.9 % to 4.8 % (almost 

3 percentage points), was recorded in Estonia.

Minimum monthly wages in the 3S countries are considerably lower than in Western coun-

tries (7.). The highest minimum wage among the 3S countries in 2018 was recorded in Slovenia 

(EUR 842.79), Estonia (EUR 500) and Poland (EUR 480.20). These values are remarkably 

lower than in the three biggest EU economies of Germany, the UK and France. For example, 

the lowest minimum wage in the 3S countries that was recorded in Bulgaria (EUR 260.76) is 

almost six times lower than in France.

Austria -

Bulgaria 260.76

Croatia 465.72

Czech Republic 468.87

Estonia 500.00

Hungary 418.47

Latvia 430.00

Lithuania 400.00

Poland 480.20

Romania 407.45

Slovakia 480.00

Slovenia 842.79

Three Seas Average 468.57

Germany 1498.00

UK 1463.80

France 1498.47

7. MONTHLY MINIMUM WAGES (IN EUR, 2018) 

Source: Eurostat, 2018, Unemployment rate 2007-2017.
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2006 2016

Austria 17 420 23 112

Bulgaria 3 200 6 746

Croatia - 8 982

Czech Republic 8 261 12 476

Estonia 5 627 11 870

Hungary 6 077 8 271

Latvia 4 475 9 234

Lithuania 4 620 9 360

Poland 5 095 10 854

Romania - 4 728

Slovakia 4 620 10 469

Slovenia 12 153 15 249

Three Seas Average 7 155 10 946

EU - 16 452

Germany 15 167 21 179

UK 17 630 17 369

France 14 981 20 624

Source: Eurostat, 2018, Living standard statistics.

STANDARD OF LIVING 

Since the minimum wage does not reflect the actual cost of living, it is worth highlighting the 

median equivalised net income (measured by Purchasing Power Parity1) and comparing it with 

the three biggest EU economies – Germany, the UK and France (8.).

8. MEDIAN EQUIVALISED NET INCOME (PURCHASING POWER PARITY) IN 2006 AND 2016 

The average for the 3S region (10 946) is considerably 

lower than the EU average (16 452). 

An amount higher than the EU average was recorded only in one 3S country – Austria (23 112). 

A strong increase, however, was achieved between 2006 and 2016 in the whole region. Some 

countries like Bulgaria, Estonia, Latvia, Lithuania, Poland and Slovakia even doubled the level 

of the median net income, which translates into a significant increase in the standard of living 

in these countries.

25



RESEARCH  
AND DEVELOPMENT

R&D expenditures are of fundamental importance for the development of economies as they 

contribute to both social and economic benefits. A well-developed R&D sector boosts inno-

vation and a competitive advantage on the international arena. This correlation will only grow 

stronger as the global economy is undergoing change and transformation caused by digital 

technologies. It will require national economies to be agile in order to remain competitive in 

the global value chain. 

2006 2016 change

Austria 765.5 1 255 63.9 %

Bulgaria 15.9 52.5 230.2 %

Croatia 69 93.6 35.7 %

Czech Republic 149.3 280.8 88.1 %

Estonia 111.8 205.4 83.7 %

Hungary 89.4 139.5 56.0 %

Latvia 50.4 56.1 11.3 %

Lithuania 57.9 113.4 95.9 %

Poland 39.6 108.3 173.5 %

Romania 20.9 41.4 98.1 %

Slovakia 40.3 118.1 193.1 %

Slovenia 241.5 392 62.3 %

Three Seas 

Average
137.6 238 72.9 %

EU 435.8 593.7 36.2 %

Source: Eurostat, 2018, Science, technology, digital 
society.

9. R&D EXPENDITURE (EUR PER CAPITA) When comparing the years 

2006 and 2016, the average 

R&D expenditure (in EUR 

per capita) in the 3S region 

increased by 72.9 %, while 

the amount for the EU as 

a whole went up by 36.2 %. 

The largest growth was 

recorded in Bulgaria 

(230.2 %), Slovakia (193.1 %) 

and Poland (173.5 %) (9.). 

In terms of R&D expenditure (as % of 

GDP), only Austria (3.09 %) has a bigger 

share than the EU average (2.03 %). 

However, as compared to 2006, this 

share increased in each country except 

Latvia (10.). The continued growth 

may eventually lead to the levelling of 

expenditures with Western economies.
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THE LEVEL OF INNOVATION IN THE REGION

In the Global Innovation Index 20182 (11.), Estonia, the Czech Republic, Hungary and Latvia 

top the list in the 3S region and the first tier of the world’s most innovative economies. Ho-

wever, the GII index highlights persistent differences in performance across the continent, 

a so-called ‘EU paradox’ both in the EU and the 3S region. Despite having high quality educa-

tion systems, good research infrastructure and significant scientific results, some countries 

struggle to translate these assets into tangible innovation, as there is room for improvement 

regarding the quality of entrepreneurship skills. 

2006 2016

Austria 2.36 3.09

Bulgaria 0.45 0.78

Croatia 0.74 0.85

Czech Republic 1.23 1.68

Estonia 1.12 1.28

Hungary 0.98 1.21

Latvia 0.65 0.44

Lithuania 0.79 0.85

Poland 0.55 0.97

Romania 0.45 0.48

Slovakia 0.48 0.79

Slovenia 1.53 2.00

Three Seas Average 0.94 1.20

EU 1.76 2.03

Source: Eurostat, 2018, Science, technology, digital society.

10. R&D EXPENDITURE (% OF GPD)
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11. RANKING IN THE GLOBAL INNOVATION INDEX 2018

Estonia

Latvia

Lithuania

Poland

Hungary

Czech
Republic

Slovakia

Croatia

Slovenia

Bosnia
and

Herzegovina

Serbia

Romania

Bulgaria

Ukraine

Belarus

1st (most innovative) to 34

Ranking:

35-54

55-64

65-to least innovative

Source: Insead, WIPO, Cornell SC Johnson College of Business, 2018.

Note: Measures over 80 indicators including measures of human capital development and 
research, development funding, university performance, and international dimensions of patent 
applications etc...

According to the Global Entrepreneurship Index 2018,3 Northern European countries rank 

highly among all the EU nations while the 3S region finds itself in the bottom of the ranking. 

Nonetheless, it was the United Kingdom, Bulgaria, Italy, Poland and Ireland which were top 

fliers as compared to 2017 GEI scores, placing themselves among the top 10 highest gains 

worldwide.

The region would see quickest gains by improving networking, i.e. supporting geographic and 

social networks to connect entrepreneurs.
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12. EUROPEAN INNOVATION SCOREBOARD. PERFORMANCE OF EU MEMBER 

STATES’ INNOVATION SYSTEMS IN 2016 

Source: European Commission, 2017, European Innovation Scoreboard. 

The majority of the 3S countries are moderate innovators. 

Less innovative countries tend to improve 

their scores faster than more innovative 

ones. Between 2010 and 2017, Lithuania 

and Latvia recorded the highest growth 

among the 3S countries, improving their 

performance by 20.1 % and 11.6 % respec-

tively. The performance of six countries 

declined: Romania (-14 %), Estonia (-3.2 %), 

the Czech Republic (-2.9 %), Croatia (-2 %), 

Bulgaria (-1.5 %) and Hungary (-0.1 %). In 

2017, the lowest innovation indicator was 

observed in Romania and Bulgaria (these 

two countries are in the group of modest 

innovators). There are only two 3S coun-

tries among strong innovators: Austria and 

Slovenia.
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CYSK LT EEIT ES PT CZ SI AT DE UK NL FI DK SEEU FR IE BE LUMT

MODERATE INNOVATORS STRONG INNOVATORS INNOVATION LEADERS 2010 2015

The European Innovation Scoreboard4divides EU countries into modest innovators, moderate 

innovators, strong innovators and innovation leaders (12.). The scoreboard takes into account 

different dimensions related to investment (both R&D and venture capital), human resources, 

research systems, intellectual property, etc. 
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The Digital Economy and Society Index5 aims to track the evolution of the EU countries in digi-

tal competitiveness (13.). The DESI takes into account factors such as connectivity (broadband 

market development), human capital (digital inclusion and skills), the use of Internet services, 

the integration of digital technology by business, digital public services and R&D in ICT. Over 

the past year, the gap between the most and the least digitised countries has been reduced 

(from 36 to 34 points). However, the majority of the 3S countries are still among the less 

advanced digital economies. In the 3S region, three countries – Estonia, Austria and Lithuania 

scored higher than the EU average, being ranked 9th, 11th and 13th respectively, with Slovenia 

and the Czech Republic following suit. Romania, Bulgaria, Poland, Hungary and Croatia are the 

lowest performing countries both in the EU28 (along with Greece and Italy) and the 3S region. 

13. DIGITAL ECONOMY AND SOCIETY INDEX, 2018 RANKING 

Source: European Commission, 2018, DESI composite.
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The analysis of DESI results demonstrates how critical it is to further invest in the ICT sector 

and digital skills. Their homogenous level among the EU countries will translate into a robust 

digital single market and will boost competitiveness of the 3S region, both within the EU and 

the global market.
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I N F O R M AT I O N  A N D  C O M M U N I C AT I O N 
T E C H N O LO G Y  S E C TO R

ICT SHARE 
IN NATIONAL GDP

The ICT industry has a pivotal role to play 

in the growth of modern-day economies, 

being the main driving force behind bo-

osting countries’ competitive advantage in 

the global markets. The ability to leverage 

the potential of the ICT sector leads to the 

emergence of new opportunities and the 

reduction of development barriers. Year 

by year, the share of the ICT sector in GDP 

in the majority of the EU Member States 

is increasing. The same can be observed in 

the 3S countries. 

In a five-year period, from 2010 and 2015, 

the change in percentage points varied 

from 0.02 in Estonia to 0.66 in Latvia, with 

four countries recording a decline: Croatia 

(-0.43), Slovakia (-0.28), the Czech Repu-

blic (-0.16) and Poland (-0.05). In 2015, 

the highest share of the ICT sector in GDP 

among the 3S countries was observed in 

Hungary (5.87 %), while the lowest share 

was noted in Lithuania (2.92 %). Conver-

sely, Lithuania was a country with the 

second biggest change between 2010 and 

2015 (0.51 percentage points) (14.).

2010 2015
change 

(% points)

Austria 3.12 3.37 0.25

Bulgaria 4.83 5.08 0.25

Croatia 4.61 4.18 -0.43

Czech Republic 4.43 4.27 -0.16

Estonia 4.79 4.81 0.02

Hungary 5.68 5.87 0.19

Latvia 3.54 4.20 0.66

Lithuania 2.41 2.92 0.51

Poland 3.19 3.14 -0.05

Romania 3.13 3.35 0.22

Slovakia 4.67 4.39 -0.28

Slovenia 3.51 3.60 0.09

Three Seas 

Average
3.97 4.09 0.11 

Source: Eurostat, 2018, ICT specialists in employ-
ment.

14. PERCENTAGE OF THE ICT SECTOR IN 

NATIONAL GDP 
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EMPLOYMENT  
OF ICT SPECIALISTS

The digitalisation of economies has strong 

impact on production processes and the 

way people work. Human capital in the ICT 

industry is a key factor in the development 

of innovation-driven economies. In 2017, 

the highest number of individuals working 

as ICT specialists was recorded in the UK 

(1.6 million), which accounts for almost one 

fifth (19.4 %) of the total EU ICT workfor-

ce. The double-digit percentage was also 

observed in Germany (18.6 %) and France 

(11.8 %).

In 2017, ICT specialists accounted for 

3.7 % of the total workforce in the EU, 

while in the 3S region this share was 3.3 % 

(a 0.7-percentage-point increase compared 

to 2007). The share of ICT specialists from 

the 3S region in the total number of ICT 

specialists in the EU was 21.1 % in 2007 

and 17.8 % in 2017 (15.). 

The highest number of ICT 

specialists in 2017 was 

recorded in Poland (452 

000), which is more than 

twice as much as in the 

second-ranked country – 

Austria (187 800) (16.).

Between 2007 and 2017, the number of 

ICT specialists in the EU grew by 36.1 % 

(16.). While the increase of this indicator 

was mainly driven by the rise in the EU15 

(in the 3S countries the increase was only 

15.1 %), some 3S economies also recorded 

strong growth, i.e. Bulgaria (96.1 %), Es-

tonia (76.6 %), Croatia (60.7 %) and Latvia 

(60.5 %). The drop was observed only in 

Slovakia (-13.4 %) and Hungary (-2.3 %).

2007 2017

Austria 3.1 4.4

Bulgaria 1.1 2.3

Croatia 1.9 3.3

Czech Republic 3.8 3.6

Estonia 3.2 5.6

Hungary 4.1 3.6

Latvia 1.2 2.3

Lithuania 1.7 2.7

Poland 2.7 2.8

Romania 1.8 2.1

Slovakia 3.5 2.8

Slovenia 3.3 3.8

Three Seas 

Average
2.6 3.3

EU 2.8 3.7

Source: Eurostat, 2018, ICT specialists in employ-
ment.

15. PERCENTAGE OF TOTAL 

EMPLOYMENT 
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2007 2017 change

Austria 121.9 187.8 54.1 %

Bulgaria 36.2 71.0 96.1 %

Croatia 33.3 53.5 60.7 %

Czech Republic 184.5 184.9 0.2 %

Estonia 20.9 36.9 76.6 %

Hungary 161.4 157.7 -2.3 %

Latvia 12.9 20.7 60.5 %

Lithuania 24.8 36.9 48.8 %

Poland 416.4 452.0 8.5 %

Romania 171.4 185.4 8.2 %

Slovakia 81.4 70.5 -13.4 %

Slovenia 32.1 36.1 12.5 %

Three Seas Total 1 297.2 1 493.4 15.1 %

EU 6 162.0 8 385.1 36.1 %

Share in the EU(%) 21.1 17.8

Source: Eurostat, 2018, ICT specialists in employment.

16. EMPLOYED ICT SPECIALISTS (TOTAL IN THOUSAND) 

However, in the whole EU, only one fifth of businesses (20 %) employ ICT specialists. There 

are stark differences between SMEs and large enterprises. In 2016, only 19 % of SMEs had 

ICT specialist on board as compared to 75 % of companies with more than 250 employees. In 

2016, among the EU Member States, Finland had the highest proportion (6.6 %) of its total 

workforce employed in the ICT sector as compared to 3.8 % in the EU28.

It is estimated that the IT workforce in the EU will grow from 8.5 million in 2016 to 9.5 million 

in 2020. The excess demand or shortage would amount to approximately 750 000 vacancies 

in 2020. By 2020, there will be around one million ICT graduates in the job market.6 Yet, in the 

EU, around 41 % of employers struggle to recruit ICT specialist. In the 3S region, the problem 

was most widespread in the Czech Republic (66 %) and Slovenia (63 %).7
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ICT COMPANIES

Between 2011 and 2015, the total number of ICT companies in the region increased by 30.4 

% (17.). The strongest growth was recorded in Lithuania (107.2 %), Latvia (80.1 %) and Estonia 

(42.7 %). Austria, which is the most innovative country of the 3S region (see LEVEL OF INNO-

VATION IN THE REGION), recorded the lowes t growth (7.6 %). In 2015, the biggest number 

of ICT companies was recorded in Poland (81 357), the Czech Republic (35 182) and Hungary 

(31 157). The highest number of ICT specialists in 2017 was recorded in Poland (452 000), 

which is more than twice as much as in the second-ranked country – Austria (187 800) (16.).

2011 2013 2015
change between 

2011 and 2015

Austria 14 798 15 388 15 916 7.6 %

Bulgaria 7 685 8 836 10 268 33.6 %

Croatia 5 134 5 438 5 878 14.5 %

Czech Republic 32 705 32 876 35 182 7.6 %

Estonia 2 731 3 364 3 897 42.7 %

Hungary 28 742 26 956 31 157 8.4 %

Latvia 3 405 5 064 6 133 80.1 %

Lithuania 2 779 3 818 5 758 107.2 %

Poland 57 887 69 169 81 357 40.5 %

Romania 16 127 18 188 20 564 27.5 %

Slovakia 11 719 - 16 231 38.5 %

Slovenia 5 422 6 091 7 210 33.0 %

Three Seas Total 183 712 189 097 239 551 30.4 %

Source: Eurostat, 2018, ICT specialists in employment.

17. NUMBER OF ICT COMPANIES 
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KEY TAKEAWAYS:

• Considering the percentage of the 

3S’s population (which is 21.76 % of 

the total EU population), its share in 

the total EU’s GDP is small, signalling 

a lower level of economic development 

of the region compared to the rest of 

Europe. 

• Even though the GDP per capita is 

lower that the EU average in almost the 

entire 3S region, the GDP growth rates 

demonstrate that the 3S countries 

account for a large part of the EU’s 

growth as a whole. 

• The strong growth of the ICT sector in 

the 3S region is clearly visible in data 

regarding the number of ICT compa-

nies. This indicates that the growth 

tends to be quicker among less inno-

vative countries. A further increase in 

the number of ICT professionals will 

boost the development of the sector, 

enhancing its share in national GDPs. 

This fact will translate into more inno-

vative economies and a wider imple-

mentation of new technologies, both 

regionally and globally. 

• Low unemployment rates are advanta-

geous for the economy, guaranteeing 

an optimal level of production (effec-

tive use of resources), higher consumer 

buying power and a lesser need for 

the government indebtedness. Low 

unemployment in the 3S countries 

is undoubtedly beneficial for their 

economic outlook, being a promising 

step towards closing the gap between 

them and the most developed Western 

economies. 
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Given the importance of the ICT sector 

in today’s economies and the growing 

demand for ICT specialists, digital skills are 

crucial for the inclusive development of 

societies. The 3S region alone may expe-

rience more profound changes due to its 

historical legacy. 

There is a plethora of research on the im-

plications of technology for the job market. 

A number of misconceptions have grown 

around the destructive power new techno-

logical advancements exert on workforce. 

In fact, it is expected that both machi-

nes and humans will work hand in hand. 

Although in the short run technological 

progress is likely to cause significant labour 

displacements, in the long run it will create 

a multitude of new jobs and professions, 

thus offsetting job losses (see ARTIFICIAL 

INTELLIGENCE AND ROBOTICS). Recent 

research indicates that by 2025, deve-

lopments in machine learning and digital 

automation will cut 75 million jobs (1.), but 

at the same time generate roughly 133 

million new roles.1 It is a common view that 

automation will have lesser impact on jobs 

that consist in managing people, applying 

expertise or involving social skills. 

By 2025, the ongoing changes will create 

demand for jobs which are today at their 

infancy, i.e. digital cultural commentator, 

DIGITAL 
SKILLS
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ethical technology advocate, human body designer, IoT data creative, personal content 

creator, space tour guide, sustainable power innovator, freelance biohacker or virtual habitat 

designer.2 While – at this point – such professions might sound quite bizarre and futuristic, 

their potential is yet to be untapped. 

SWITCHING
OCCUPATIONS

75M-375M
Number of people who may 

need to switch occupational 

categories by 2030, under 

our midpoint to rapid auto-

mation adoption scenarios.

Advanced   Emerging

Secondary

or less

Associate

College

and advanced 

DEMANDING
NEW SKILLS

CHANGING
EDUCATIONAL
REQUIREMENTS

Applying
expertise  
Interacting
with stakeholder
Managing
people
Unpredictable
physical
Processing
data
Collecting 
data
Predictable
physical

Source: McKinsey, 2017, Jobs lost, jobs created. Workforce transitions in time of automation.3 

1. WORKFORCE TRANSITION. MCKINSEY’S SCENARIOS FOR AUTOMATION AND LABOUR 

DEMAND HIGHLIGHT CHALLENGES FOR WORKERS

The emerging jobs will require a wide range 

of competences spanning science, techno-

logy, engineering and mathematics along 

with problem solving, creativity, argumen-

tation, intellectual curiosity, flexibility, 

data-driven decision-making, collaboration, 

holistic thinking, emotional intelligence, 

effective oral and written communication, 

entrepreneurial skills and collaboration 

across the networks.4,5,6 However, STEM 
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skills should be taught together with arts 

to produce multi-literate citizens and work-

force ready for whatever future holds. IT 

leaders should add ‘A’ for fine arts to scien-

ce and create a new acronym – STEAM, 

as designing engaging solutions requires 

creative talent.7

To some extent, all jobs will require digital 

skills, including the sectors not traditio-

nally associated with technology but most 

susceptible to automation and therefore 

job loss, such as farming, healthcare, voca-

tional training and construction. At least 

a basic level of digital skills will be required 

by 90 % of workers, clerks, technicians or 

agricultural workers.8 A general reduc-

tion in physical tasks and increase in jobs 

requiring a new approach will heighten 

demand for both basic and advanced digital 

skills. For people who have not yet entered 

the job market, specific training (i.e. com-

puter skills, basics of coding, computational 

knowledge, even in AI if feasible) should 

ideally begin early in their educational 

career. For people already in employment, 

re-skilling will be essential; for those 

transitioning between jobs, vocational and 

adult education programs should be offe-

red. Such programs work best when they 

are short, affordable, industry-specific and 

closely linked to the requirements of the 

job market.

However, there is a justified concern that 

current educational system might not be 

ready for the challenges of the future. Fur-

thermore, even present day instruction no 

longer provides adequate skills for the jobs 

of today, leading to a mismatch of skills.9 

The mismatch will have profound impact on 

productivity, for instance in the manufac-

turing sector. If this skills mismatch is not 

addressed early enough, it will undermine 

the professional future of many people, 

particularly those who might find them-

selves at disadvantage, e.g. women, young 

people, underserved and living outside 

urban areas.10 Undoubtedly, automation 

will have a two-fold impact: citizens will 

have to be prepared for lifelong learning 

while education systems themselves will 

need to undergo transformation.11

The digital skills gap, which 

will occur as a result of the 

upcoming changes, will need 

to be addressed at all levels 

of society, from engineers 

to ordinary citizens.

In 2017, the average share of population 

with basic or above basic digital skills 

for the 3S region (50 %) was lower than 

the EU average (57 %). However, in 

four 3S countries – Austria (67 %), the 

Czech Republic (60 %), Estonia (60 %) 

and Slovakia (59 %) – the indicator was 

higher than the EU average. Both in the 

EU and in the 3S region, the lowest level 

of digital skills was reported in Bulgaria, 

Romania, Croatia and Poland (2.).

41



2016 2017

Austria 65 67

Bulgaria 26 29

Croatia - 41

Czech Republic 54 60

Estonia 60 60

Hungary 51 50

Latvia - 48

Lithuania 52 55

Poland 44 46

Romania 28 29

Slovakia 55 59

Slovenia 53 54

Three Seas Average 49 50

EU 56 57

Source: Eurostat, 2018, Science, technology, digital society.

2. DIGITAL SKILLS OF THE 3S POPULATION. % OF INDIVIDUALS WITH BASIC OR ABOVE 

BASIC OVERALL DIGITAL SKILLS, 2016 AND 2017 

As compared to 2016, the share for the majority of countries remained at a similar level – the 

biggest change was recorded in the Czech Republic (6 percentage points) and Slovakia (4 

percentage points).

CASE STUDY – SLOVAKIA

The Digital Coalition (Digitálna Koalícia) was launched in late 2017 in Slovakia by bringing together 

partners from the state, private, non-profit and academic sectors to prepare Slovaks of all ages for 

work and life in the emerging digital economy. The project is seen as a way to initiate a wide range 

of processes, such as the enhancement of digital skills of the Slovak citizen, the strengthening of the 

excellence of ICT experts and overall preparedness for Industry 4.0.12 However, there is a noticeable 

scepticism towards high level of automation and Slovakia’s ability to override the digital skills gap. Cu-

rrently, about 24 % of the labour force works in the industry sector, with the ICT industry employing 

about 3 % (see EMPLOYMENT OF ICT SPECIALISTS) of the labour force.13
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3. CROSS-COUNTRY VARIATION IN JOB AUTOMATION 

According to the research held across 32 countries, almost one in two jobs is likely to be lar-

gely affected by automation (3). Roughly 14 % of jobs are highly automatable, another 32 % of 

jobs run a risk of significant change regarding the way they are carried out (between 50 % and 

70 %). The difference in automation potential varies across the board. 

In general terms, jobs in Anglo-Saxon and Nordic countries are less prone to automation 

than jobs in the 3S region, Southern Europe, Germany, Chile, or Japan.14 
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The highest risk of automation will be observed in Slovakia and Lithuania. 

In general terms, the most profound impact and spill-over effect will be observed in small and 

medium enterprises, which constitute a backbone of the EU economy (99 out of every 100 EU 

companies are de facto SMEs) and are the main drivers of innovation (4.). However, only 54 % 

of large companies are classified as highly digitised versus only 17 % of SMEs. The majority of 

digitised companies can be found in the telecommunications sector, while only roughly 10 % 

of companies in construction, metal manufacturing and food processing can be described as 

highly automated.15 
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Source: European Commission, 2017, Setting up a network of Digital Innovation Hubs.

4. SMES AS A BACKBONE OF THE EUROPEAN ECONOMY

99
OUT OF EVERY

100 BUSINESSES
ARE SMEs

SMEs EMPLOY

2 OUT OF EVERY 3 EMPLOYEES

AND PRODUCE 57 CENTS OF 

EVERY EURO OF VALUE ADDED

9 OUT OF 10 EU SMEs ARE MICROS
(less than 10 employees)

EMPLOYMENT SHARE PER SIZE CLASS

MICRO
30%

< 10 PEOPLE 10 - 49 50-249 ≥ 250

SMALL
20%

MEDIUM
17%

LARGE
33%
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It becomes obvious that at present both engineering and software development skills are the 

most important competencies for the European industry. While software and application 

developers and analysts from EU constituted only 5.2 % of to the overall workforce between 

2011 and 2016, Portugal contributed almost six times as many (5.). In the 3S region, Estonia, 

Poland and Hungary followed suit, taking the top places in the EU.16

5. ANNUAL GROWTH (CAGR) IN THE NUMBER OF SOFTWARE AND APPLICATIONS 

DEVELOPERS AND ANALYSTS IN THE EU BETWEEN 2011 AND 2016 
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In this respect, the 3S region has con-

siderable programming and software 

development potential. For many years, 

representatives of 3S nations have do-

minated the ranking of the International 

Olympiad in Informatics, which is an annual 

programming competition for secondary 

school students (6.). Poland, Romania, 

Bulgaria, Slovakia and Croatia are absolute 

front runners not only in the EU but also 

worldwide, with Poland (105) and Romania 

(103) being only second to China (115) and 

leaving behind the United States (95).17 

This supremacy is not mirrored in the DESI, 

where the countries have been assessed 

moderate innovators.
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On top of that, many countries of the 3S region score 

as having the most talented developers worldwide, 

with Poland and Hungary being in the top five (7.). 

6. GLOBAL RANKING OF IOI CONTESTANT EU STATES 

7. BEST DEVELOPERS BY COUNTRY 
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Poles outscore others in Java, coming second worldwide in algorithms and Python. Hungary is 

best at developing tutorials, comes third in Java, C++ and Shell. The Czech Republic dominates 

in Shell and is second best in mathematics. However, the top contestants in the IOI ranking are 

DESI laggards, almost without an exception. 

Romania and Hungary are among the top 10 countries 

when it comes to the number of hackers. 

When it comes to the countries with the highest share 

of developers coding between 5 and 10, it is Poland (7.7 

%) and Romania (7.0 %), both of which lead the pack, 

ranking fourth and sixth worldwide, respectively.19 

CASE STUDY – POLAND

Many global tech giants set up their R&D and 

IT centres in Poland, which is an indication 

that Polish scientific talent is top quality. At 

the beginning of 2017, 748 business service 

centres, owned by 524 foreign companies, 

were operating in Poland.20 One third of them 

focus on IT, including those belonging to firms 

such as Volvo (developing new solutions and 

technologies and providing IT support to 

the entire company), Opera Software (R&D 

centre in Wroclaw) and IBM (IT R&D centre in 

Wroclaw). Global companies such as Samsung 
21 have chosen Poland mainly because of the 

availability of high-quality IT talent. Similarly 

to Samsung (R&D Institute in Krakow working 

on software in a number of areas, including 

natural language processing), Intel and 

TomTom (Intel’s Compiler Center of Excellence 

in Gdansk and TomTom’s engineering centre 

in Łodz are partly working in the field of AI)22, 

other centres may follow their footsteps and 

become focused on carrying out R&D for AI, 

given the growing importance of this technolo-

gy in many fields (see ARTIFICIAL INTELLI-

GENCE AND ROBOTICS).

Looking at the numbers in the 3S region, 

there are more than one million develo-

pers, which amounts to 6 % of the total 

number worldwide. A relatively high num-

ber of developers are based in capital cities 

– ranging from 93 % in Riga to 70 % in Sofia 

and just 29 % in Warsaw. On top of that, 

there are nearly 200 000 STEM graduates 

each year.23 As noted above, new emerging 

jobs will require STEM skills. 

Regarding STEM graduates per 1,000, 

in the 20-29 age group, the average for 

the EU was 19.1, noting increase of 0.8 

% compared to 2013. The share of STEM 

graduates was particularly high in Malta 
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and the United Kingdom (17 %), Ireland 

(14.6 %) and Germany (14.4 %), while in 

the 3S region, the number was the highest 

in Estonia (12 %), Romania (11.2 %) and 

Slovenia (9.5 %).24

SUCCESS STORY – CROATIA

A Croatian NGO, the Institute for Youth 

Development and Innovativeness (IRIM), has 

initiated the Croatian Makers movement, one 

of the largest extracurricular STEM and digital 

transformation programs in the EU operating 

in Croatia, but also in the non-EU countries 

in the region like Bosnia and Herzegovina, 

Kosovo and Serbia, and including over 100 

000 children in the program. The NGO has 

launched the Croatian Makers league within 

which 1800 robots have been donated to 360 

schools. IRIM’s project called STEM Revolution 

has helped introduce coding to the Croatian 

educational system and communities at an 

unprecedented level using a physical-compu-

ting controller – micro:bit. Previously, there 

was no coding in Croatian schools, apart 

from patchy optional subjects. IRIM’s unique 

approach is combining grassroots (movement) 

with institutionalisation. In cooperation with 

the Ministry of Science and Education of 

Croatia, the NGO has implemented a number 

of initiatives to provide students in Croatian 

schools with computers and tablets. Also the 

government of Croatia supports universities 

and vocational study programs in STEM fields 

through scholarships.
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WOMEN IN ICT

Failing to bring the minds and perspectives of half of the population to STEM and computer 

science stifles innovation and makes it less likely to solve today’s social challenges at scale. In 

a research study conducted among 11 500 women aged 11-30 years in 12 EU Member States 

is has been noticed that young women have limited opportunities to gain practical, hands-on 

experience in STEM areas; only 42 % of them would consider pursuing STEM-related career 

whereas 60 % would tend to choose a STEM job, knowing that men and women have equal 

conditions of employment.25

8. AGE AT WHICH GIRLS START TO LOSE INTEREST IN STEM 

FinlandBelgium

High interest in STEM

Low Interest in STEM

All
Markets

Czech
Republic

France Poland RussiaNetherlandIreland Italy SLovakia UKGermany

11        12        13        14        15        16        17        18        19        20        21       22        23        24        25        26        27        28        29         30        

Source: Microsoft, 2017, Why don’t European girls like science or technology?

The male-female ratio among ICT specialists in the EU is 83 % to 17 % in favour of men,26 

which stands in stark contrast to the overall gender distribution in total workforce, where 

genders are more balanced (54 % for men and 46 % for women). Despite sharp differences 

between the Member States, female ICT specialists are under-represented in all of them. The 

largest differences can be observed in Slovakia and the Czech Republic, wherein 91 % and 89 % 
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of ICT specialists are men. The highest 

presence of female ICT workforce was 

recorded in Bulgaria (26.5 %), Romania and 

Lithuania (both 25.7 %). However, the ove-

rall trend is worrying – only 24 out of every 

1,000 women graduate in STEM-related 

subjects, of which only as few as six choose 

a job in the digital sector, which is a drop 

compared to 2011. Despite the growing de-

mand for ICT-related jobs, there are fewer 

women than men who start their career in 

technology professions. The analysis shows 

that if more women entered ICT-related 

jobs, it could generate a EUR 16 billion 

GDP boost to Europe’s economy.27 

EU APPROACH TO DIGITAL 
SKILLS 

At the EU level, each Member State 

is responsible for its own training and 

education policy, while the objective of 

the overall European policy is to address 

common challenges, such as technological 

development and workforce skills deficit. 

As a means to address the above-men-

tioned challenges, in January 2018, the 

European Commission adopted a Digital 

Education Action Plan,28 which attempts to 

develop digital competencies in education 

through a set of 11 actions. These initiati-

ves focus on making a better use of digital 

technology for teaching and learning, 

developing digital competencies and skills, 

and improving education through better 

data analysis and foresight. 

In order to do this, the European Commis-

sion has introduced, among other actions, 

the Digital Europe programme29 for the 

years 2021-2027. Recognising the weak-

ness of its predecessors (non-binding legal 

status), this strategic document is intro-

duced by means of a regulation supported 

by a considerable budget. The budget for 

the implementation of the Digital Europe 

will be roughly EUR 9 billion, out of which 

up to EUR 700 million is to be spent on the 

development of advanced digital skills. 

The European Commission attempts to 

boost Europe’s capacity in high perfor-

mance computing, artificial intelligence, 

cybersecurity and advanced digital skills to 

provide for a widespread adoption of these 

technologies both by the economy and the 

society. By the end of 2027, the budget will 

be assigned to: 

• ‘support the design and delivery of 

long-term trainings and courses for 

students, IT professionals and the 

workforce;

• support the design and delivery of 

short-term trainings and courses for 

entrepreneurs, small business leaders 

and the workforce;

• support on-the-job trainings and train-

eeships for students, young entrepre-

neurs and graduates’.30
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The Programme will focus, among others, on assisting SMEs to accommodate digital 

disruption. In parallel, the Executive Agency for Small and Medium-sized Enterprises has star-

ted developing an integrated digital capability reference framework for enterprises to streng-

then their capabilities to digitally transform businesses.31 The above-mentioned advanced 

skills will be implemented primarily through the DIHs (see DIGITAL INNOVATION HUBS).32

The European Commission has also launched two other initiatives: the Erasmus for Young En-

trepreneurs Initiative and the Mobilise SME Initiative, both of which are aimed at developing 

skills to cater for upcoming challenges. Such mechanisms and training schemes that intend to 

mitigate unemployment rates, at a domestic and a regional level, are the need of the hour for 

the 3S region.

DIGITAL SKILLS PROJECTS

CASE STUDY – SLOVENIA 

ČIPke is an initiative that supports research into the situation of women employed in the fields of 

science, technology and media art. The goal is to create a space for dialogue about women working 

in these domains and to organise practical educational programme including various workshops on 

electronics, robotics, open source programing, and the use of open source programs for graphical 

design, video editing and sound synthesis.33

CASE STUDY – ROMANIA

Coding for Kids in Libraries (CODE Kids) aims to popularise programming by setting up coding clubs 

in rural libraries across Romania to help equip youngsters with better IT skills and empower their 

communities. Since January 2017, CODE Kids has established 29 coding clubs in local libraries in 

Argeș, Vâlcea, Gorj, Timiș, Arad, Bihor, and Sălaj counties. With over 450 members aged between 

10 and 14, the clubs offer coding classes during which youngsters are challenged to solve practical 

creative tasks with the support of qualified librarians and experienced project Ambassadors.34
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CASE STUDY – LITHUANIA

The initiative ‘Digital skills for the engineering industry’ is being implemented by LINPRA, the 

Engineering Industries Association of Lithuania. The project includes two main activities: compe-

tition ArTech 2k17 and the mobile STEAM laboratory InfoBus. The latter is a small laboratory with 

bespoke equipment, such as adapted CNC metalworking machines, information stands, TV screens, 

computers, printers, specific task tools and devices. It aims to give insight into a variety of mechanical 

engineering and metalworking occupations and enhance interest in the field and understanding of 

the professions. More importantly, the mobile STEAM laboratory InfoBus provides young people with 

an opportunity to see and learn about technological advances and the impact of digitalisation on the 

engineering industry.35

CASE STUDY – HUNGARY 

e-Tanoda is an e-mentoring network of secondary school students who volunteer to mentor under-

privileged primary and secondary school students from underserved communities. The programme 

consists of a kick-off camp, weekly Skype lessons and regular supervision. e-Tanoda’s short-term goals 

are to help underprivileged children to perform better in school by using modern technologies and 

tailored learning methods as well as to improve their digital skills and ensure better access to informa-

tion. The long-term goal is to build a digital volunteer-driven mentoring network which efficiently 

applies the tools and methods of the 21st-century pedagogy and brings together school students 

from different socio-cultural backgrounds.36

CASE STUDY – ESTONIA

The Estonian NGO Robootika has been performing ‘Robotics Theatre’ in schools since 2008 and it 

has managed to visit over 300 schools in Estonia and Latvia. The first part of each ‘Robotics Theatre’ 

is a seminar-based discussion on robotics showcasing different robots, talking about the role of robots 

in our daily lives and their usage.37
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Demand for computer science education 

goes hand in hand with the competitive-

ness, prosperity and maturity of the digital 

economy. Boosting demand generation 

for computer science education heavily 

relies on how mature a digital economy is. 

These determinants co-exist as there is 

a strong interdependency among them. It 

is certainly the case with developing digital 

economies like those of the 3S region. 

Thus boosting the digital economy is likely 

to advance demand for computer science 

knowledge and education.

The shift to data-driven education is 

challenging and time-consuming for poli-

cy-makers, professionals and teachers/tra-

iners, although the long-term benefits are 

unquestionable. The data-driven education 

is, in fact, an evidence-based education. 

The readiness of the 3S region’s educatio-

nal systems for data-driven education is 

poor. Yet, the 3S educational systems are 

quite attached to the traditional approach 

mainly due to historical, societal, cultural 

(poor data culture), institutional and tech-

nological factors. Moreover, the potential 

of data-driven education is rather poorly 

recognised by policy-makers, teachers, 

parents and even students themselves. 

Many factors contribute to such a state 

of play. First, although teachers may have 

broad and valuable classroom experience, 

they are less likely to keep pace with latest 

computer science developments. Second, 

we should bear in mind that any ICT- or 

computer science-related training is costly. 

Third, there is little consensus on what 

the most appropriate curriculum for every 

grade is, with the curricula for computer 

science being prone to ongoing changes as 

technology advances. The incentives for 

teachers and students alike should be both 

material and immaterial to stimulate them 

to understand the need for training. Conti-

nuous certification and recurrent valida-

tion of lessons learned by teachers should 

be mandatory in computer science. Last 

but not the least, the teaching and learning 

environment is of the utmost importance 

for both teachers and students. The lear-

ning content should, therefore, be interac-

tive and easy for them to absorb. It is very 

unlikely that high quality training could be 

delivered in the absence of simulated and 

dynamic content (i.e. e-learning platforms), 

non-formal education or hands-on expe-

rience, which can deliver a proper balance 

between the students’ acquired skills and 

knowledge.
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RECOMMENDATIONS FOR 
THE 3S COUNTRIES:

1. Continue building the capacity of 

ICT teachers and trainers (including 

AI disciplines), not only by means of 

tools (i.e. equipment and software), but 

mainly by training and supporting them, 

particularly in rural and low income 

schools. This would entail establishing 

adequate budgets for teacher training 

and curricula to be taught.

2. Better use of data shall be addressed 

by means of strategic deployment of 

appropriate data infrastructures and 

information systems boosting data 

quality and its usage and establishment 

of best practices for data-driven educa-

tion curricula/activities.

3. Introduction of such strategies should 

be preceded by mapping studies on 

how and where new technologies are 

employed with the aim of identifying 

and analysing opportunities, assessing 

demand and supply for particular skills 

required by the industry.38

4. Industry transformation maps shall 

represent the expectations of each 

industry sector regarding future trends 

and in-demand skills in order to better 

match skills with the existing and future 

requirements, as well as to identify 

sectors with the highest re-skilling 

needs. Equality benchmarks should 

be introduced to diminish unfairness 

in computer science education and to 

enable anyone to pass a minimal thre-

shold of computer science education.

5. Other specific measures should focus 

on reducing disparities in computer 

science and provide, among others, 

adequate and tailored curricula for vul-

nerable students, financial support and 

scholarships, training for parents on the 

benefits of digital skills, admission pri-

vileges for vulnerable students,39 incen-

tives to attract talented teachers,40 

adequate mentoring for parents, 

students and teachers, interactive 

educational content and instructional 

materials,41 computer science after-

-school opportunities.42

6. Governmental programmes supporting 

the development of new technolo-

gies departments at universities (for 

instance AI and cybersecurity) shall be 

established through cooperation with 

the private sector.
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7. Cross-national competence centres with 

a dynamic sustainable funding model 

shall be established to focus on introdu-

cing coding and computing at an early 

educational level across the D3S region.

8. A set of tailored actions shall be intro-

duced by means of government-indu-

stry cooperation to address shortages 

of skilled workers, provide for more 

inclusive workforce and eliminate 

gender bias in data and development 

of algorithms, i.e. target women in tech 

and girls in STEM.

9. The industry shall be encouraged to 

assist in the establishment of national 

retraining schemes to address the 

mismatch of skills and prepare cur-

rent and future workforce for chal-

lenges stemming from technological 

advancements.

10. Moreover, a network of vocational 

schools, secondary schools and 

technical colleges shall benefit from 

partnerships with the private sector 

active in the field of new technolo-

gies. An increased number of tailored 

industrial traineeships and bursaries 

shall be offered to further tailor skills to 

market demand.

11. An increased number of industry-

-sponsored MSc and PhD programmes 

shall be established to enhance the 

adequacy of qualifications required by 

the industry. Such programmes shall 

introduce topics such as AI ethics, 

cybersecurity, privacy and data protec-

tion into their curricula.

12. Establishment of STEM platforms as 

part of the EU STEM coalition would 

channel concerted efforts to increase 

numbers of STEM graduates and 

reduce skills mismatch, particularly in 

the regional dimension. These could be 

formed as partnerships of national and 

regional governments, industry and 

EU institutions. The Hungarian STEM 

platform and Estonian Research and 

Technology Pact serve as examples of 

the activity in the region.

13. Given a relatively low level of soft skills 

and entrepreneurship skills, as indi-

cated by the Global Entrepreneurship 

Index for the 3S region (see LEVEL OF 

INNOVATION IN THE REGION), both 

startups and SMEs shall benefit from 

targeted training addressing these 

aspects. 
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14. SMEs workforce shall employ new 

technologies to upgrade their skills 

depending on the opportunities cre-

ated by new solutions. Data analytics, 

machine learning and deep learning 

shall be part of a tailored strategy 

under the Digital Europe programme.

15. The concept of Digital Innovation 

Hubs, as introduced by the European 

Commission and further supported 

under the Digital Europe programme 

and the H2020, as well as their 

dedicated budgets, shall be further 

enhanced.

16. Centres for Foreigners and its coun-

terparts in the region shall organise 

tailored workshops and training ses-

sions as part of a local-level response to 

the refugee crisis. Quantitative rese-

arch analysing the qualifications and 

competences of the asylum seekers 

who are likely to receive international 

protection would be of great value in 

order to assess their work opportu-

nities, tap into their skills and introduce 

workforce diversity. The results of 

such surveys could provide a valuable 

input into the process of designing 

workshops for this group to improve 

their knowledge and qualifications.
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The term ‘Industry 4.0’ stands for the 

fourth industrial revolution. While Industry 

3.0 focused on the automation of single 

machines and processes, new approach 

focuses on the digitisation of physical 

assets and their integration into digital 

ecosystems. Nowadays, dependence on 

technology is the main driver of change, 

while previously traditional macro-econo-

mic policies or geopolitical changes were 

the main factors which influenced the 

process of transformation.1

In general terms, digital industry is driven 

by: digitisation and integration of vertical 

and horizontal value chains (from product 

development and purchasing, through 

manufacturing, logistics and service), 

digitisation of product and service offe-

rings (modernisation of existing products, 

e.g. by adding smart sensors or communi-

cation devices, as well as the creation of 

new digital products) and digital business 

models and customer access (provision of 

disruptive digital solutions such as com-

plete, data-driven services and integrated 

platform solutions which generate additio-

nal digital revenues and optimise customer 

experience).2

DIGITAL 
INDUSTRY
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CASE STUDY – SLOVAKIA

Slovakia’s Smart Industry Initiative focuses on 

collaborative R&D cooperation with industry 

and the deployment of more advanced tech-

nologies like such as IoT. While there is no spe-

cific budget allocation for the Smart Industry 

Initiative, several innovative and new funding 

mechanisms are being considered, in addition 

to the existing industry funding pools and the 

European Structural and Investment Fund.3

One of the strong points of the initiative is 

that the representation of key stakeholders, in 

what started as the Smart Industry Platform, 

included various ministries of the Slovak 

government, as well as industry associations 

(IT Association, National Union of Employ-

ers, Federation of Employers’ Associations, 

Automotive Industry association, Klub 

500), R&D agencies (Slovak Innovation and 

Energy Agency), academic and educational 

institutions (Slovak University of Techno-

logy, Technical University of Kosice, Slovak 

Academy of Sciences), businesses (Embraco, 

Siemens, SOVA Digital, Matador, Microsoft, 

Volkswagen), and industry clusters (Cluster for 

Automation Technologies and Robotics AT+R). 

Despite lack of clear funding scheme, the 

creation of a coordinating body to implement 

the initiative and active cooperation with dif-

ferent stakeholders will prove to be extremely 

beneficial.

The digital maturity of the industry varies 

both across sectors, in particular between 

high-tech and more traditional ones, and 

countries and regions. Disparities between 

large companies and SMEs only add to this 

diversity.4 Therefore, a number of challen-

ges need to be tackled: boosting innovation 

and competitiveness potential of European 

regions, increasing interregional coope-

ration, strengthening the focus on the 

regions which are less developed regions 

or in industrial transition, improving and 

building on the results of implementing 

EU policies and innovation programmes.5 

European leaders at the Tallinn Digital 

Summit of September 2017 stressed in 

a powerful joint message the need for Eu-

rope to invest in digitising our economies 

and enhance European competitiveness, 

our quality of life and social fabric.6 

Since the first half of 2016, the EC, 

together with Member States and indu-

stry, has set up a governance framework 

to mobilise stakeholders, exchange best 

practices, and support the coordination of 

EU and national initiatives. The European 

Platform of national initiatives,7 launched 

in March 2017, is at the core of the coor-

dination effort. Fifteen national initiatives 

for digitising industry have been launched 

across Europe in recent years. Seven more 

initiatives are under preparation. Among all 

of them, there are eight initiatives from the 

3S countries.8 
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CASE STUDY – ROMANIA

The smart storage systems market is among 

the fastest growing ICT markets in Romania. 

A rather realistic evaluation reveals the poten-

tial of the smart storage market being curren-

tly around EUR 200-250 million. The demand 

for smart storage systems is surging. The an-

nual growth is consistent with that of other EU 

states, as the use of the smart storage systems 

is expected to grow by 10-20 % each year by 

2020. Therefore, Romania is likely among the 

top most attractive smart storage systems 

markets in Europe. The smart storage business 

in Romania comprises mainly data centres, 

cloud and document management solutions. 

To date no reliable data were identified to 

reveal the exact figures corresponding to the 

market share of each subsector.

In 2016 the European Commission laid do-

wn a policy to develop the European digital 

industry in four strands: DIHs, enhanced 

leadership by means of partnerships and 

industrial platforms, regulatory framework 

and development of digital skills. While the 

last of these has been covered in detail in 

previous passages, this chapter will focus 

on a more elaborate description of DIHs, 

industrial public and private partnerships 

and relevant regulatory framework. Howe-

ver, a thorough analysis cannot be comple-

te without a deep dive into the integration 

of digital technology, which measures the 

digitisation level in the case of businesses 

and e-commerce. An overview of digital 

industry initiatives in various states is 

presented below as well.

INTEGRATION 
OF TECHNOLOGY

Regarding technology integration, the 

most developed companies can be found 

in Denmark, Finland and Ireland (1.). In 3S 

region Slovenia, Lithuania and the Czech 

Republic have passed the EU average 

while the least developed companies can 

be found in Romania, Poland and Bulgaria. 

E-commerce is the main driver of digiti-

sation in the Czech Republic. Generally 

speaking, only 20 % of companies in the 

EU are highly digitised but the situation 

differs between countries: in Bulgaria and 

Romania only 1 in 10 businesses is highly 

digitised while in Denmark and the Nether-

lands it is almost 40 %.9
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1. INTEGRATION OF DIGITAL TECHNOLOGY
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Companies in the 3S region are less digitalised than those from other countries of the EU. Ge-

nerally speaking, only one in 10 companies in Bulgaria, Romania, Poland and Lithuania bought 

access to cloud-enabled services in 2016.10 In the EU development of cloud computing could 

lead to the growth of the market from EUR 9.5 billion in 2013 to EUR 44.8 billion by 2020, 

a five-fold increase as compared to 2013.11 Increased adoption of cloud computing could offer 

3S countries access to advanced computing capacity which in turn could reduce the need for 

heavy investment in data centres, hardware and software.

Name 
of the country

Services 
(accounting 

software 
applica-

tions, CRM 
software, 

computing 
power)

Computing 
power to 

run the 
enterpri-
se's own 

software

Cloud 
computing 

services 
used over 

the internet

E-mail 

Office 
software 

(e.g. word 
processors, 
spreadshe-

ets, etc.)

Customer 
Relation-
ship Ma-

nagement 
software

Austria 8 4 17 12 3 4

Bulgaria 3 1 7 4 7 1

Croatia 13 5 23 17 8 3

Czech Republic 9 4 18 14 20 4

Estonia 15 6 23 15 17 4

Hungary 6 3 12 8 14 3

2. PURCHASE OF CLOUD COMPUTING SERVICE (AS A SERVICE) IN THE 3S REGION (2016)
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The table 2. shows the current state of play regarding purchase of cloud computing as 

a service in different categories. In 2016, around 8 % of enterprises in the 3S region purchased 

advanced cloud computing as service related to financial and accounting software applica-

tions, customer relationship management or to the use of computing power to run business 

applications. The highest scores were noted in Estonia (15 %), Croatia (13 %) and Slovenia (11 %), 

only one in twenty companies buy services of such type in Bulgaria, Latvia, Poland  

and Romania.

Source: Lepore, D., 2018, Descriptive Analysis on Security Perspectives Among EU Countries, The Kosciuszko 
Institute.

Latvia 4 2 8 6 6 2

Lithuania 10 6 17 12 9 4

Poland 4 2 8 6 8 2

Romania 4 2 7 5 11 1

Slovakia 10 4 18 15 29 3

Slovenia 12 5 22 13 9 5

Three Seas 

Average
8 4 15 11 12 3

CASE STUDY – HUNGARY

The primary sectors in the Hungarian digital 

revolution are the following:12 27.5 % auto-

mobile industry, 11.4 % ICT sector and SSC, 

11.28 % food industry, 7.2 % green economy 

(e.g. in the construction industry), 6.7 % me-

chanical engineering, 4.62 % health economy 

(pharmaceutical industry, medical devices) 

and health tourism. The aim is to reduce the 

dependency of the automobile industry and 

put more efforts into, for example, the innova-

tion of the healthcare industry. Unfortunately, 

there are still few innovator enterprises in 

Hungary.

Also in 2016, the EC, together with Mem-

ber States and industry, has set up a gover-

nance framework to mobilise stakeholders, 

exchange best practices and support 

the coordination of the EU and national 

digital industry initiatives. Recent years 

have witnessed a boom as fifteen national 

initiatives for digitising industry have been 

launched across the EU, eight in 3S coun-

tries (3.). Seven more strategies and action 

plans are under preparation.
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The European Platform of national initiatives13 launched in March 2017, is at the core of the 

coordination effort. Its goal is to build a critical mass of initiatives for digitising industry and 

to mobilise investment on side of Member States, regions and private sector to achieve the 

objectives set out for the EU.

3. DIGITAL INDUSTRY INITIATIVES IN 3S COUNTRIES

Name of the country Description 

Austria:  

‘Plattform Industrie 

4.0’

Austria’s national Plattform Industrie 4.0 (PI4.0) started in 2015 

upon the initiative of the Austrian Ministry of Transport, Inno-

vation and Technology. The platform acts as an observatory, 

network and strategic advisory body creating working groups, 

strategies, focus areas as well as case studies on industry 4.0 

topics. At the end of 2016, after launching PI4.0, the Ministry 

adopted the Industry 4.0 package.

Czech Republic: 

‘Průmysl 4.0’

Průmysl 4.0 (Industry 4.0) is a national initiative aiming to maintain 

and enhance the competitiveness of the Czech Republic in the 

wake of the Fourth Industrial Revolution. The concept was firstly 

presented during the 57th International Engineering Fair in Brno, 

September 2015. The Ministry of Industry and Trade established 

a coordination platform – Alliance Society 4.0 – to prepare an action 

plan for the implementation of the initiative. It was finalised in 2017.

Hungary:  

‘IPAR 4.0 National 

Technology Platform’

‘I4.0 NTP’ (Industry 4.0 National Technology Platform) is a na-

tional initiative aspiring to boost manufacturing and industry 

transformation in Hungary in the wake of the Fourth Industrial 

Revolution. The strategy was adopted in May 2016. Both the 

Hungarian government and the scientific community of the 

country have established ties with flagship German and Austrian 

organisations.

Latvia: ‘National Indu-

strial Policy Guidelines 

2014-2020’

The economic crisis proved that the Latvian economic model 

– mainly based on internal demand – was not sustainable. For 

that reason, action was taken to support the transition towards 

a more sustainable economy. In this context, the need to revise 

the different national policies arose, specifically regarding the 

national industry.
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Lithuania:  

‘Pramonė 4.0’

The Pramonė 4.0 platform resulted from a bilateral German-

-Lithuanian Conference on ‘Industry 4.0’ held in Vilnius in May 

2016. One year later, the Lithuanian Government officially 

launched Pramon3. Digital industry initiatives in 3S countries 

4.0 aiming to increase and strengthen the competitiveness and 

productivity of the Lithuanian industry and to promote the inte-

gration of digital solutions and new technologies.

Poland:  

‘Initiative for Polish In-

dustry 4.0 – The Future 

Industry Platform’

The Future Industry Platform was announced as part of the Re-

sponsible Development Plan (‘Morawiecki Plan’) by the Ministry 

of Finance and Development in 2016, and established in October 

2018. The Platform will specifically focus on standards; specia-

lisation; digital industry support; software and data processing; 

education and staffing; legal framework; and ICT sector activity. 

The Platform will also incorporate Industry 4.0 competence cen-

tres for vertical industries, established as joint ventures among 

industry, business, and science organisations.

Slovakia:  

Smart Industry  

Platform

Inspired by similar initiatives implemented in Germany and the 

Netherlands, the Ministry of Economy first presented the Smart 

Industry concept for Slovakia at a high-level conference in March 

2016. The government adopted the strategic direction of the 

paper on 29 October 2016, and with the decision to pursue the 

development of local smart industry. The Smart Industry Plat-

form was established to act as a central authority coordinating 

the various efforts. The action plan with a defined timeframe and 

clear medium and long-term objectives was adopted in 2018.

Slovenia:  

Digital Partnership

The Digital Partnership is aimed at linking the economy to en-

courage the digitalisation of the economy and wider recognition 

of Slovenia as a reference country. With a view to co-designing 

projects and implementing the Digital Slovenia 2020 strategy, 

through association with important Slovenian organisations.

Source: European Platform of national initiatives.
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Another strand of the digital industry 

strategy touches upon strengthening 

leadership through partnership and 

industrial platforms. It supports both the 

development of digital industrial platforms 

and large-scale piloting and public-private 

partnerships in specific sectors. In the 

2018-2020 period, the EC plans to invest 

more than EUR 3 billion, out of which ro-

ughly 2/3 will be spent on developing PPP 

and the rest on large-scale piloting, pilot 

lines and related actions. Such PPPs have 

a number of objectives: provide a legal 

structure to pool resources and to gather 

critical mass, make R&D funding across 

the EU more efficient, boosts creation of 

internal market for products and services, 

provides a framework for international 

companies to enhance their presence in the 

EU and last but not least, address critical 

social challenges. Ongoing PPPs include: 

cybersecurity, photonics, high performan-

ce computing, robotics, future internet, 

electronic components and embedded 

software and factories of the future. When 

a composition of PPP partners in cyberse-

curity is taken into consideration, a similar 

pattern of underrepresentation as in the 

case of DIHs becomes visible. Out of 255 

members of the European Cybersecurity 

Organisation, less than 10 % come from the 

region of 3 Seas
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DIGITAL INNOVATION 
HUBS

The digitising European industry strategy 

as one of the objectives set development 

of the DIHs. By 2020, each of the regions 

of the EU should have such a competence 

centre which acts as a one-stop shop whe-

re companies – especially SMEs, startups 

and mid-caps – can tap into such resour-

ces as the knowledge of business models, 

production processes, products or services 

by means of digital technology. Support of 

a strong network of DIHs is one of the key 

objectives of the DEI. Seeing the uneven 

distribution of the DIHs in the EU, the 

European Commission decided to enforce 

development of such facilities in underre-

presented regions, by means of a dedicated 

action.

CASE STUDY – VISEGRAD 
GROUP

The main sector, where the Visegrad region 

is strong and competitive, is the automobile 

industry therefore developing high-end infra-

structure, intelligent transportation systems, 

supporting the e-mobility, as well as connected 

and automated vehicles are in alignment with 

the V4’s objectives. The main priorities are the 

followings: to create a ‘Visegrad Good Practi-

ces Platform’ dealing with autonomous vehicle 

manufacturing; to be an active participant in 

Digitising European Industry initiative; to fo-

cus on the topic of analysing big data genera-

ted by sensors of fast-moving vehicles, and the 

necessary cooperation between autonomous 

vehicles (5G edge computing); to continue V4 

coordination connected to EU policies and 

legislative packages, concerning especially 

the work on the new Electronic Communi-

cations Code, the free flow of data initiative, 

the mid-term review of the European Digital 

Single Market Strategy and the possibility to 

lower the value-added tax on internet access 

services.14

Under the H2020, ICT innovation for 

manufacturing SMEs initiative selected 

29 DIHs which received support from the 

existing network of hubs on development 

of a business plan or identification of the 

industry needs in the region. Thanks to 

a similar action (Smart Factories in new EU 

Member States), with a budget of EUR 2 

million, 34 new DIHs across the 3S region 

have been selected to participate in a tra-

ining that attempts to enhance access to 

the latest knowledge, expertise and tech-

nology, to help connect users and suppliers 

of digital innovations across the value 

chain, enhance connections with investors 

and finance and foster synergies between 

technologies.15

Additionally, the European Commission 

envisages possible collaboration between 

selected 34 hubs and 31 other applicants, 

which touched upon similar domains and 

function in same geographical regions. 

69



Name 

of the 

country

Fully operational In preparation

No Name No Name

Austria 4

• BioNanoNet 
ForschungsGmbH, BNN

• CAMPUS 02 R&D Section
• Know-Center GmbH
• Virtual Vehicle Research 

Center

4

• CDP – Center for Digital 
Production

• Data Market Austria (DMA)
• i.ku – Innovationsplattform 

Kufstein / Innovation Hub 
Kufstein, Tyrol

• smart Fab Carinthia

Bulgaria 3

• Bulgarian Innovation and 
Technology Hub – DigiTecH 
4.0

• SmartFabLab
• Sofia Tech Park

Croatia 2

• Algebra LAB
• CROBOHUB Croatian 

Robotics Digital Innovation 
Hub

4

• CroTechHub
• Digital Innovation Hub for 3D 

printing (3DJPU)
• DIH North
• HUB385

Czech  

Republic
3

• DIGIMAT: South Moravian 
Digital Manufacturing Hub

• IT4Innovations National 
Supercomputing Center

• National Centre for Industry 
4.0

4. A LIST OF DIGITAL INNOVATION HUBS (FULLY OPERATIONAL AND IN PREPARATION) IN 

THE THREE SEAS REGION

These efforts are to be enhanced in 2019 with EUR 8 million under Horizon 2020 in order to 

support new DIHs in underrepresented regions with strong industrial activity.16 In August 

2018, the catalogue of 408 DIHs located in the European Union included 196 fully operational 

competence centres and 212 in preparation, out of which 25 and 30 in the 3S region respecti-

vely (4.). Roughly speaking, just 13 % of the European DIHs are located in the 3S region, which 

is roughly equal to a number of DIHs established in Germany solely (48).
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Estonia 2

• e-Estonia Showroom
• Software Technology and 

Applications Competence 
Centre (STACC)

Hungary 2
• am-LAB
• Demola-Budapest

2
• EIT Digital Budapest Node
• Industry 4.0 National 

Technology Platform

Latvia 1
• Ventspils High Technology 

Park (VHTP)
2

• Latvian IT Cluster
• TechHub Riga

Lithu-

ania 
4

• Advanced Manufacturing 
Digital Innovation Hub

• Laser Digital Innovation Hub 
(LaserLT DIH)

• Lithuanian robotic DIH 
(LTroboticsDIH)

• Sunrise Valley Digital 
Innovation Hub (SV DIH)

Poland 4

• Centre for Advanced 

Manufacturing Technologies, 

Wroclaw University of Science 

and Technology

• CYBERSEC HUB

• HPC4Poland

• Institute of Electron 

Technology (ITE)

7

• Emerging Transactional and 

Financial Technology Hub 

(ETFTH)

• Industrial Research Institute 

for Automation and 

Measurements PIAP

• IoT Poland Foundation Hub

• IT and Expert Hub Supporting 

Biomedical Research, 

Technology and Education 

(BioMedHub)

• Krakow Technology Park

• Lublin Medicine Cluster

• Regional Digital Innovation 

Hub related to Internet of 

Things (IoT North Poland HuB)
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Member  

state
Fully operational In preparation

No Name No Name

Romania 3

• Cluj IT Cluster
• Cluster for Innovation and 

Technology ALT Brasov, ALT 
Brasov

• Transilvania Digital Innovation 
Hub – Transilvania DIH

Slovakia 2
• Institute of Informatics of SAS
• TECHNICOM

Slovenia 6

• Digital Innovation Hub for 
Smart Manufacturing

• Digital Innovation Hub of 
Eastern Slovenia (DIGITECH 
SI-East)

• DIH AGRIFOOD – Digital 
Innovation Hub for Agriculture 
and Food production

• HPC5 – High Performance 
and Cloud Computing 
Cross-border Competence 
Consortium

• Jožef Stefan Institute
• Styrian Technology Park, STP

1
• Digital Innovation Hub 

Slovenia

Source: Catalogue of the Digital Innovation Hubs, own elaboration.

In order to create a strong pan-European network of DIHs, the EC plans to invest EUR 100 

million per year, from 2016 to 2020. The implementation of draft regulation ‘Digital Europe 

2021-2027’ will rest mainly on DIHs, which will serve as access points to latest digital capa-

cities including high performance computing, artificial intelligence, cybersecurity as well as 

other existing technologies. 
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Presently, Slovakia has comparatively lower 

expenditures in R&D investment as a propor-

tion of its GDP.17 The government recognises 

the need to increase the level of innovation 

within its economy and to do so it has invested 

in a number of digital research centres across 

the country. Slovakia has made advances in 

improving its innovative industries, and for 

several years had one of the highest growths in 

worker productivity across the EU.18 However, 

additional investments are necessary if Slova-

kia is to be better positioned to achieve growth 

in the digital age.

A DIGITAL FRIENDLY 
REGULATORY 
FRAMEWORK

A digital-friendly regulatory framework 

is important for the EU’s industry and 

economy to strive. Within the Digital 

Single Market strategy, the EC has alrea-

dy proposed several measures to update 

regulations in key fields for industry such 

as cybersecurity and free flow of data. The 

list below shows (5.) the most relevant 

legislation which impacts the development 

of digital industry in the EU. As means of an 

introduction to artificial intelligence more 

in depth insight on data-related legislation 

and its impact on productivity will be provi-

ded (see ARTIFICIAL INTELLIGENCE AND 

ROBOTICS).
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5. OVERVIEW OF THE MOST RELEVANT LEGISLATION IN THE FIELD OF THE EUROPEAN 

INDUSTRY

Cybersecurity Act (2017)
• Cybersecurity Agency ENISA

• European cybersecurity certification framework

Free flow of non-personal data (2017)
• Common European data space abolishment of 

unjustified and disproportionate localisation 

restrictions

• In combination with the General Data Protection 

Regulation 

Towards a common European 

data space (2018)
• Review of the Directive on the re-use of public sector 

information

Proposal establishing the European 

Cybersecurity Industrial, Technology 

and Research Competence Centre 

and the Network of National 

Coordination Centres (2018)

Update
• Recommendation on access to / preservation of scientific 

information

• Guidance on sharing private sector data

• Revision of the EU directive concerning liability for defective 

products
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6. EU FUNDS SUPPORTING THE DIGITAL INDUSTRY

The Horizon 2020 research program
The EU will provide 80 billion euro for research and 

innovation and fund transformation of research into 

prototypes and products. The funds are available for 

digital innovation centres and free flow data projects 

in six industries: automotive, space, defense, textiles, 

maritime technologies and tourism

Digital Europe
A new programme and part of the ‘Single Market, Inno-

vation and Digital’ chapter of the EU’s long-term budget 

proposal with the amount of EUR 9.2 billion. Building 

on the Digital Single Market strategy launched in May 

2015 and its achievements over the past years, its main 

objective is to shape Europe’s digital transformation to 

the benefit of citizens and businesses.

RECOMMENDATIONS FOR 
THE 3S COUNTRIES:

1. Strong and innovative IT sector serves 

not only as engine for domestic growth 

but also as an important export com-

modity. It can in particular become 

an important export commodity and 

a smart specialisation for region abun-

dant in STEM talents like the 3 Seas 

region.

2. Smart specialisation policies depend 

on a frameworks of actions (e.g. 

competition, tax, trade policy, labour 

market policy and education and skills) 

therefore an intelligent policy approach 

should be sought by the countries of 

the 3S region to provide for incentives 

for innovation to stimulate private 

sector’s investment in R&D.

3. Cross-regional cooperation between 

the DIHs both in the 3S region, in the 

EU and internationally would provide 
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for a critical mass and industry con-

centration. Therefore policy support 

for linking regional strengths with 

international value chains could take 

an interregional character as well as 

a European dimension.

4. Further development of the European 

cluster policy, with the aim of linking 

up and scaling up regional clusters 

into cross-European world class 

clusters, based on smart specialisation 

principles, in order to support the 

emergence of new value chains across 

Europe proves indispensable. 

5. The DIHs should explore liaisons 

with formal educational programs to 

fill the gaps which exist in vocational 

schooling, undergraduate and gra-

duate courses and to address potential 

mismatch of skills resulting from advan-

cement in technologies. 

6. Building cross-border research 

partnerships with universities in the 

3S region to disseminate awareness 

among students and researchers as 

well as custom made curricula to 

educate companies would enhance 

commercialisation of knowledge. 

7. The Digital Europe programme (2021-

2027) should provide for a balanced 

geographic distribution of the reso-

urces directed at development of 

key strands of the programme, i.e. 

cybersecurity, artificial intelligence, 

high-performance computing and 

digital skills. In this vain, the Smart 

Factories in new Member States pro-

gramme serves as a good example.

8. Given that available financial resources 

for the development of DIHs are chan-

nelled through different programmes 

and policy instruments (training, 

infrastructure, entrepreneurship) 

what should be sought at the national 

level in #S countries is the alignment 

of existing actions to support further 

development and expansion of the 

DIHs.

9. There exists a clear underrepresenta-

tion of countries of the 3Seas region 

in the public-private partnerships 

(PPP) and the European Technology 

Platforms established by the European 

Commission. Therefore policy support 

to further strengthen linkages of both 

SMEs and large-companies needs to 

be introduced to eliminate such ine-

-quality.19, 20, 21
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In the overall discourse, common mi-

sconceptions, mistaken extrapolations or 

limited imagination hamper a constructive 

process of thinking about the future. These 

failed assumptions have already been 

summarised in the so-called Amara’s law, 

in accordance with which the impact of 

new technologies is overestimated in the 

short run and underestimated in the long 

run. In fact, all innovations in robotics and 

artificial intelligence lead much further 

than one can imagine.1 AI has arrived at the 

forefront of new technologies. However, on 

a methodological note, it poses challenges 

that stem from the lack of a sharp defi-

nition of what it really is, a nascent stage 

of its development and a difficulty in the 

assessment of where one industry or ap-

plication ends and another begins.2 What 

needs to be underlined is that the promise 

for AI is yet to be fulfilled, as today’s AI ap-

plications tend to focus on a narrow scope 

of specific tasks – as opposed to general 

artificial intelligence, which attempts to 

perform intellectual tasks that a human can 

do. Nevertheless, taken together, they are 

starting to reshape the world that we know 

today.3 

ARTIFICIAL 
INTELLIGENCE 
AND ROBOTICS
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Without a doubt, AI will have deep implica-

tions for the socio-economic development 

and the competitiveness of the region. It is 

a common view that automation will have 

lesser effect on jobs that consist of ma-

naging people, apply expertise or involve 

social skills (see DIGITAL SKILLS). In such 

professions machines for the time being 

are not able to match human performance.4 

More widespread deployment of machine 

learning, data analytics or robotics will 

result in augmenting the knowledge-inten-

sive fields of both production and high-le-

vel decision-making processes. Adoption 

of AI so far has increased demand for 

human labour due to significant increases 

in productivity. More categories of jobs 

related to training AI systems, interpreting 

data and algorithms or ensuring that the 

solutions do not create ethical concerns 

are to emerge.5 

67 % of executives say AI will 

help humans and machines 

work together to be stronger 

using both artificial and 

human intelligence.6

SECTORAL APPLICATION 
OF AI

The 3S region sees a growing level of spen-

ding on cognitive and AI technologies, with 

a perspective to reach USD 83.9 million in 

2018. This represents the annual growth 

of 41.2 % which is expected to continue in 

the future, reaching the compound annual 

growth rate of 44.2 % over the next five 

years.7 In the region, the industries which 

heavily invest into cognitive or AI systems 

are manufacturing, banking and retail. 

Behind heavy investments in financial 

sector stands a stringent compliance, 

where the innovation enhances a process 

of fraud and risk detection. It is, however, 

the health sector where solid investments 

are going to take place and reach the CAGR 

exceeding 55 %. Main areas of focus will be 

diagnosis and treatment system. 

Globally, AI is being adopted faster in more 

digitised sectors, such as telecommunica-

tions, financial services and high tech (1.).8 

Early AI adopters happen to be from the 

same sectors which have already invested 

in related technologies, such as cloud 

services and big data. Larger companies 

and industries that have already adopted 

other digital technologies are more likely to 

adopt AI. For them, AI is a kind of the next 

digitisation wave. This implies that, at least 

in the near future, AI deployment is likely 

to accelerate and may cause a widening of 

the gap between adopters and laggards.9 

The traditionally less digital fields such as 

construction and healthcare have the most 

catching up to do in the area of AI.
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1. AI ADOPTION IS OCCURRING FASTER IN MORE DIGITISED SECTORS AND ACROSS  

THE VALUE CHAIN
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Also in the 3S region, the top three fields of AI application in terms of investment importance 

can be found in: 

1. threat intelligence and prevention systems (USD 12.21 million) – for government, 

banking, utilities, telecommunications industries; 

2. fraud analysis and investigation (USD 8.88 million) – for banking, securities, invest-

ment and investigation; 

3. supply and logistics (USD 7.4 million) – for the manufacturing and retail sectors.11 

These three sectors constitute 81 % of the total venture capital inflows by value and 73 % by 

number of entities.12 However, at the level of the EU as a whole, healthcare, finance, agricultu-

re, advanced manufacturing, automated driving and fighting climate changes are perceived as 

key target sectors which should be addressed by means of coordinated actions. What should 

be borne in mind is that the impact of AI is cross-sectoral and the companies which create AI 

tools for business cannot be hemmed in one domain. This impact, through its interconnecting 

effect, is likely to be experienced by all sectors and consumers across the board.13

Regarding the AI startup hubs in Europe, one could observe that London (without parallel), 

Berlin and Paris dominated the landscape (2.). In the 3S region, Poland has the highest number 

of AI startup hubs (9), while Hungary and the Czech Republic (5 and 4 accordingly) achieve 

a better result if their numbers of inhabitants are taken into account.14

2. EUROPEAN AI STARTUP HUBS

Stockholm

London

Dublin

Madrid

Paris

Berlin

Copenhagen

Amsterdam

Barcelona

Moscow

12

97

6

15

26

30

7

9

7

9
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Russia
13

Finland
11

Poland
9

Sweden
18

Norway
4

Austria
5

Hungary
5

Germany
51Belgium

6

Switzerland
21

Estonia
2

Latvia
1

Lithuania
3

Belarus
1

Slovakia
1

Portugal
1

Romania
1

Greece
1

Turkey
5

Slovenia
2

Bosnia
& Herzegovina

1

Czech Republic
4

Ukraine
2

Ireland
8

Netherlands
17

Denmark
8

France
39

Italy
14

Spain
31

UK
121

Source: Asgard, 2018.

CASE STUDY – SLOVAKIA

Slovakia is seeing the development of many 

technology startups, including those that 

deal with using artificial intelligence tools for 

business. For example, AI startup nettle.ai 

joined forces with another one – Mazars, and 

established a strategic partnership to support 

the exploration, development and delivery of 

AI-based conversational platforms to their cu-

stomers in Slovakia and across the 3S region.15 

Companies which specialise in predictive 

analysis, such as CaseCrunch, ESET, Sugic and 

Pixel Foundation, are established internatio-

nal market players.
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As far as startups from 3S countries are concerned, they have developed their own signature 

domains, i.e. the Czech Republic – cybersecurity; Latvia – FinTech; Lithuania – e-commerce, 

gaming and laser technologies, Poland – software and life sciences; Romania – gaming and 

cybersecurity. 

CASE STUDY – POLAND

Among Polish startups in the field of AI, 

over 80 % are developing machine-learning 

technology. Their work is mainly in the area 

of operational efficiency, fraud detection, 

customer forecasting and healthcare diagno-

stic applications based on image recognition. 

A number of startups specialise in robotics, 

building autonomous robots for specific 

industrial applications. A few are developing 

virtual assistants and language technologies 

for the Polish language.16

Despite the relatively small scale of invest-

ment from a global perspective, Poland is the 

birthplace of numerous companies that have 

become at least regionally recognisable as 

promising developers of AI. Some already have 

a significant international presence:

• IVONA produces high-quality text-to-

speech technology, voice guides and 

explore-by-touch services. The company 

was acquired by Amazon in 2013, a move 

seen by many experts as a way to compete 

with Apple’s Siri. IVONA is recognisable 

within the industry thanks to its natural 

voice quality, accuracy and ease of use. As 

of September 2017, it offers 47 voices in 

24 languages.17

• Growbots was founded in 2014 and 

currently has offices in Warsaw, San 

Francisco and Cleveland. It provides 

a sales automation platform based on 

machine learning that, among other 

things, aims to find the right leads for sales 

teams and then conduct an automatic 

email campaign. Growbots has over 450 

customers, most of them in the United 

States.18

• Nethone is a Warsaw-based startup 

specialising in AI solutions for fraud 

prevention. Founded in 2015 by a team of 

data scientists, risk managers and security 

specialists, it currently serves clients 

in Europe, North America and South 

America. Among its customers are a major 

American airline, an on-line travel agency 

and a leading video-streaming platform.19

• Deepsense.ai provides deep learning 

solutions for enterprises. It was founded 

and is now managed by CodiLime, a com-

pany established by Polish computer 

scientists and mathematicians. Neptune, 

Deepsense.ai’s newest product, is 

a machine-learning platform designed to 

efficiently manage and monitor data-sci-

ence experiments. The company lists Intel, 

IBM, Huawei and BZ WBK among its 

clients and partners.20
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• Neurosoft is a Wroclaw-based startup 

that develops speech, language and image 

technologies. It specialises in intelligent 

transportation and road-safety systems, 

offering commercial solutions for the 

complex identification of vehicles in 

motion, including license plate, type of 

vehicle, manufacturer and model name 

recognition in real time (less than 120 mil-

liseconds). The system has already been 

implemented in Ankara, Turkey.21 

The 3S region has AI-related potential (see DIGITAL SKILLS). Its countries, like Poland, have 

a large number of graduates in science and technology and a dynamic startup ecosystem, 

which enables them to train future AI specialists. Romania also has a relatively long tradition 

(more than 40 years) of R&D in AI and robotics. Currently, as parts of the Romanian ICT 

sector, both AI and robotics are growing economic sectors (NLP tools, cognitive systems, 

interfaces, decision support systems, 3D printing, biomechanics). Although Romania’s general 

automation readiness is low,22 there is significant potential for development in the years to 

come, which results from human capital, investments and the commitment of the industry 

stakeholders to grow the domain. The Slovak government, for its part, prioritises creating 

an attractive business environment for companies that focus on AI and directing the econo-

my towards higher added value enterprises.23 The government will focus on three specific 

stakeholders to foster capacity-building and unlock the full potential of AI: universities and 

research organisations; businesses that must transfer expertise from labs to the market; and 

public administration that should follow best practices in decision-making.

CASE STUDY – POLAND 

A great example of links and increased cooperation between the 3S countries was the CEE All Stars 

Event hosted by Google Campus Warsaw in June 2018,24 organised by leading accelerators and hubs 

from the region. The event was held with a belief that conquering bigger markets can only be done by 

cooperating.

However, the scale of investment needed to develop AI technology is relatively small com-

pared to, for example, industry, which requires major investments in plants and machinery. 

In recent years, AI has seen successful implementation in specific applications and uses. This 

opens the way for development of startups and SMEs. 
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There are, obviously, challenges that have 

been identified, i.e.:

• As a nascent field, AI and robotics 

is not well established; therefore, 

researchers face a number of technical 

obstacles, such as problems related to 

finding premises for assembling their 

robotics systems. There is no equal 

treatment, some who are willing to 

work on new technologies have no 

conditions to do it properly. 

• The commitment of the business 

sector to investing in AI and robotics 

is very clear and irreversible, however, 

the governments face challenges in 

defining the strategy and the approach 

towards AI and robotics.

• Now, the 3S region is more of an 

outsourcing centre. The private sector 

originating from the region does not 

have a unitary approach towards how 

the industry should be oriented in the 

future.

• Lack of high-quality data, limited AI 

capability and AI competence centres 

for dissemination of technology hamper 

the further development of AI.25

Currently observed trends in the amount 

of data, its diversity and the multitude of 

possible applications do not find a histo-

rical precedent, which present both an 

opportunity and a threat. The chance is 

that recognising emerging trends enables 

accurate and early identification of the 

strategic directions for development. On 

the other hand, the basic threat is that 

failure to participate in the process creates 

a kind of innovation debt, which will have 

to be repaid, although not today, but with 

a compound interest rate.26 In June 2018, 

the EU negotiators reached an agreement 

on the regulation of a free flow of data, 

which will allow data to be both stored 

and processed without unjustified restric-

tions. These rules will allow for the free 

flow of data across borders thus creating 

a single European space for data; ensure 

data availability for regulatory control for 

public authorities and ensure creation of 

codes for cloud services to ease switching 

between providers.27 While a rosy pictu-

re emerges from the potential of having 

seamless flows of data within the EU, this 

potential remains untapped. 

In the 3S region, the ratio of the estimated 

level of data-driven productivity to the 

estimated level of the generic productivity 

is fairly high. As for the less developed eco-

nomies, intensity of data usage by enterpri-

ses contributes to GDP in a significant way, 

relatively to other productivity-driving 

factors.28
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The significance of data-driven productivity (ratio between data-driven productivity and 

generic productivity) is depicted above (3.). Data-driven productivity would be highest in 

the Czech Republic (115 %), Hungary (100 %), Latvia (94 %), Slovakia (93 %) and Poland (92 

%). Significance of data-driven productivity lines with the interests of various groups of the 

European countries, forming a field, in which joint undertakings can be mutually beneficial for 

all stakeholders.30

CASE STUDY – POLAND

In the area of production automation, Poland 

continues to lag behind most developed 

nations and its neighbours. According to the 

International Federation of Robotics, the 

average number of installed robots worldwide 

was 74 in 2016, and in Europe the figure was 

99 per 10,000 employees. With a value of 

32, Poland is well behind Slovakia (135) and 

the Czech Republic (101). It is expected that 

this deficit will be compensated for in coming 

years: Poland recorded growth in robot 

density of 45 % within two years.31 This offers 

great prospects to providers of automation 

solutions; larger companies have already reac-
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ted accordingly and expanded their presence 

in Poland. ABB is one example. Its robotics 

centre in Warsaw, which has been expanded 

and was reopened at the end of January 2018, 

serves as a demonstration, training and test 

centre for customers throughout the region.32

EU APPROACH TO AI

The EC recognises the need for strong AI ecosystems, which will unite AI developers, users 

and funding. In the time span of 2021-2027, the EC attempts to implement the Digital Europe 

Programme (see EU APPROACH TO DIGITAL SKILLS ) by means of the DIHs in particular. By 

2020, at least one DIH per region should be established (see DIGITAL INNOVATION HUBS). 

In one of the strands, the Digital Europe will address artificial intelligence. 
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In January 2018, the EC in cooperation with the European Association for Artificial Intelli-

gence organised a workshop to take stock of the current state of the field in Europe and to 

identify opportunities for pan-European collaboration. In the workshop report, The European 

AI Landscape,33 which constitutes a summary of the current state of play in AI in the EU, the 

input from the 3S comes only from Austria, the Czech Republic, Estonia and Romania. That 

clearly depicts an underrepresentation of information provided by the region, and thus the 

analysis might give a skewed picture of the actual activity taking place at the national level and 

would need to be supplemented.

Member States have also been encouraged to develop national AI strategies which are sup-

posed to be supported by an investment plan. To date, a few Member States have published 

their strategies (Sweden, Denmark, France, Finland and the UK). By the end of 2018, Member 

States assisted by the EC will establish a coordinated action plan on the development of AI. 

The graph 4. shows an increased activity of countries over past few years, therefore a number 

of new strategies is to be expected.
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CASE STUDY – ROMANIA

Romania does not have a specific AI strategy; 

however, in 2014 the government adopted 

the national strategy for R&D in which AI and 

robotics are deemed priority areas. AI and 

robotics are considered an opportunity that 

should be capitalised on according to the Na-

tional Strategy on Digital Agenda for Romania.

The government supports R&D activities thro-

ugh the National Plan for R&D and Innovation. 

However, the amounts of research grants for 

the fields in question do not exceed 0.01 % of 

the GDP. 

The main areas of focus are natural language 

processing, cognitive systems, advanced inter-

faces, decision support systems, cybersecurity 

and nanotechnology. Among examples of suc-

cessful projects are: Romanian Spoken Langu-

age Processing (RSLP), CoRoLa – a reference 

electronic corpus of contemporary Romanian 

language, ReTeRom – Resources and Techno-

logies for the development of human-machine 

interfaces in Romanian, Heimdallr – a tool for 

real time keyword spotting in phone conver-

sations. 

In April 2018, 24 Member States and 

Norway signed a Declaration on Coope-

ration on Artificial Intelligence35 with the 

purpose of joining forces and engaging in 

a European approach to tackle the issue. 

The EU signatories of the declaration were 

Austria, Belgium, Bulgaria, the Czech Re-

public, Denmark, Estonia, Finland, France, 

Germany, Hungary, Ireland, Italy, Latvia, 

Lithuania, Luxembourg, Malta, the Nether-

lands, Poland, Portugal, Slovakia, Slovenia, 

Spain, Sweden and the UK36 – ten of which 

are 3S countries. Since then, Romania and 

Croatia have joined. 

In addition, the EC calls for a boost of the 

EU’s competitiveness and ensuring that the 

trust between the stakeholders is based 

on the European values. Three main goals 

can be named here: enhancing Europe’s 

scientific base, technological know-how 

and industrial capacity; preparing for 

socio-economic changes brought about by 

AI; and ensuring an appropriate ethical and 

legal framework.37 

In view of the EC presenting a series of 

measures to put artificial intelligence at the 

service of Europeans and boost Europe’s 

competitiveness in this field,38 the Visegrad 

Group presented its joint position on AI 

in which the V4 identified 9 priorities for 

the EU.39 Areas of importance include the 

‘pan-European initiative on establishing an 

ambitious framework for opening up the 

data for innovation in order to speed up re-

search, development and implementation 

of ethically designed AI based systems’; 

uniform regulatory sandboxes at the EU 

level; education and research; and cyber-

security.
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ETHICAL ASPECTS OF AI

It is worth noting that digital prosperity will 

not be achieved in countries that do not 

address issues related to citizens’ well-be-

ing and fundamental principles.40 Nimble 

policy-making and strong ethical guidelines 

are the key to ensure that AI does not thre-

aten either equity or security. An impor-

tant ethical question which arises is how 

machines are taught. In public discourse 

worldwide, there emerges a need for global 

regulatory norms that would ensure the 

ethical development of technology. The call 

for establishment of a common ethical and 

legal framework for the design, production, 

use and governance of AI, robotics and 

autonomous systems,41 as well as a frame-

work for explaining processes, services 

and decision delivered by AI42 resonates 

well among a wider, international audience. 

There are voices to create an AI Charter,43 

a cross-sector AI Code44 and the Interna-

tional Artificial Intelligence Organisation45 

in order to improve transparency and 

accountability.46 Nevertheless, ethics in the 

AI context is still a nascent field.

Top ethical issues to be addressed are: 

• changes to labour force, 

• how the machines affect our behaviour 

and interactions, 

• biases in machine-learning algorithms, 

• how to keep AI safe from the 

adversaries, 

• how to control a complex intelligent 

system, and 

• robot rights – how to define the human 

treatment of AI.47

Ethical and regulatory frameworks are 

a precondition for the widespread develop-

ment of AI. By the end of 2018, the EC is to 

present ethical guidelines on AI. Neverthe-

less, the European Group on Ethics, Scien-

ce and New Technologies has already pro-

posed a set of recommendations related 

to the ethics of artificial intelligence and 

principles guiding its development.48 They 

touch upon issues which require further 

attention: human dignity; autonomy trans-

lating into human responsibility and control 

over autonomous systems; responsibility 

with a regard to human values and rights; 

justice, equity and solidarity; democracy; 

rule of law and accountability; security, 

safety and integrity; data protection and 

privacy; or sustainability. In parallel, the 

EC keeps working on the revision of the EU 

directive concerning liability for defective 

products. A clarification is sought when it 

comes to legal understanding of certain 

concepts such as product, producer, defect, 

damage and burden of proof. The guidance 

on the directive will be issued with an ac-

companying report which covers potential 

gaps and future trends regarding liability 

and safety of AI.49
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CASE STUDY – FACIAL 
RECOGNITION TECHNOLOGY

New technologies can assist people but 

they could also be misused inadvertently or 

manipulate people on purpose by influencing 

their reasoning and judgement.50 One of the 

challenging techniques is the Facial Reco-

gnition Technology which often happens to hit 

the headlines when misused by governments 

in times of unrest. Detection technologies 

show a considerable potential in recognising 

faces (even if partly covered by beards or glas-

ses), determining emotions and reactions. Its 

commercial potential and impact on the public 

good is vast when it comes to security, detec-

ting and deterring crimes, targeted advertising 

or authentication. FRT is an example of a tro-

ublemaker technology that goes to the heart 

of fundamental human rights and gives rise to 

legal concerns. At the EU level, under the Ge-

neral Data Protection Regulation, the digital 

images and outputs like reports and profiles 

will constitute personal data. As some types of 

FRT data will be categorised as sensitive, more 

stringent rules will apply. Roughly speaking, 

processing such data is – under the conditions 

of the GDPR – forbidden unless specified con-

ditions are met. However, not all of FRT data 

will be personal data and fall under the GDPR 

scope. As a consequence, a number of regula-

tory issues – lawful basis, consent, transparen-

cy and information requirements, profiling and 

a right to object to processing – will still need 

to be dealt with.51 The recently established 

AI and Ethics in Engineering and Research 

Committee will address, among others, some 

form of compliance with the GDPR.

Despite the concerns, by 2022 the value of 

the market for FRT solutions is to reach USD 

9.6 billion with a CAGR of 21.3 %. In parallel, 

general IT market will witness a growth of 3.3 

% CAGR in the time span between 2015 and 

2020.52

The Council of Europe intends to map the 

concepts of legal and moral responsibility 

for AI decision-making systems within exi-

sting legal frameworks. It recognises that it 

is mostly private sector which has consi-

derable knowledge and skills in the field; 

therefore, this expertise should be shared 

for the sake of all.53 It is also the private 

sector that encourages governments to 

spearhead efforts on the establishment of 

best practices for AI to enable the techno-

logy to serve the public.54

For example, the AI partnership, initially 

established by Apple, Amazon, Deep Mind 

and Google, Facebook, IBM and Microsoft, 

has grown into a multi-stakeholder orga-

nisation with more than 50 partners that 

call for, among others, AI tools which are 

safe, trustworthy and aligned with ethics 

or sensitive to potential biases and hidden 

assumption in the data. Quite unusual, but 

it is the private sector that makes an effort 

and asks governments to regulate the use 

of technologies, stating that ‘it seems more 

sensible to ask an elected government to 

regulate companies than to ask unelected 

companies to regulate such a govern-

ment’.55 
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Irrespective of definitions applied, deve-

lopment of the AI economy requires an 

ability to access, share, anonymise and 

protect data. Such an approach needs to be 

followed by the ability to develop algo-

rithms, but also to explain their modus ope-

randi.56 Data reflects historical, social and 

political context in which it was created. 

Since AI applications learn from the data 

which seeds them, intelligent systems learn 

human prejudice. Use of such data might 

lead to biased, inaccurate or unfair outco-

mes.57 This observation gains relevance 

in the critical fields, such as medicine or 

law. It is also stated that algorithmic bias is 

omnipresent in many other industries.58 

In this respect, the EU, while working on 

the ethical guidelines on AI, could establish 

its leading role by defining standards of 

data used to fuel machine learning.59 No-

netheless, on the technical front, increasing 

diversity in order to remove bias in machi-

ne learning should be one of the cornersto-

nes of policy-making. This means that more 

women and people of diverse backgrounds, 

including those with disabilities, need to 

take part in developing AI solutions. This 

would need to start with education and 

training through the interdisciplinarity of 

research. The ethical component of tech-

nology development should be addressed 

early on in the educational process.60

The matters listed above – and there is 

no doubt that others will emerge – are to 

become important public policy problems 

around the world, in the 3S region as well. 

Given the global nature of the technology 

itself, they will require an active engage-

ment involving governments, academics, 

tech companies and civil society, regionally 

and internationally.61

The above-mentioned joint position on AI 

by the V4 also encompasses potential re-

sults of the AI development which involves 

industry, laws, society and ethics. It 

underlines the importance of fundamental 

human rights, which should not be com-

promised while creating AI solutions. The 

V4 expressed a concern regarding social 

engineering experiments with AI conduc-

ted by global leaders in the field. These four 

states also pointed out a need for defining 

AI, copyrighting products made by AI and 

discussing the responsibilities which lie on 

operators of AI machines.

However, when the approach of the whole 

3S region is considered, the discussion 

on ethics of AI is still to gain momentum. 

Only a few academic debates addressed 

the topic and only tangentially. Until the 

present, no legislative initiatives have been 

registered, nor has a pedagogy of machine 

learning been introduced. Still, the ethical 

and legal challenges stemming from AI are 

a topic which has not commanded the due 

attention so far.
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RECOMMENDATIONS FOR 
THE 3S COUNTRIES:

1. Establishing AI strategies supported 

by a concrete public-private funding/

investment plan will signal the impor-

tance of the domain in national and 

international policy. These strategies 

shall establish coordinating bodies 

(including the AI ethics councils) and 

a mechanism for legal enforcement of 

their implementation. 

2. Such strategies should build an ethical 

and legal framework that adequately 

takes into consideration EU funda-

mental rights and values, including pri-

vacy and trust between users of data, 

and practices of accountability.

3. Plans for international engagement 

shall also be included in the strategies. 

By means of developing a list of AI 

fields for such engagement, an intrare-

gional (3S countries) and multilateral 

cooperation with other technologically 

advanced regions and economies, 

including outside the EU, shall be 

undertaken.

4. In accordance with a common metho-

dology (nomenclature, funding, AI 

sub-themes, sectors, accelerators, 

foreign branches, geographical 

expansion), repositories of AI startups, 

SMEs, mid-caps and international 

companies shall be established, with 

a long-term objective to support a con-

cept of national/regional domains and 

enhanced cooperation between star-

tups, SMEs and established companies. 

5. Given the scarcity of comparable data 

on the development of AI, its overall 

effects and future in the 3S region, 

regional, cross-country AI think tanks/

centres of excellence shall be esta-

blished. They will serve for information 

sharing between countries on matters 

of AI regulatory frameworks, standards 

for securing privacy and safety of data, 

ethically designed AI systems, and 

for evidence-based policy-making in 

general.

6. Developing the 3S region as a centre 

for AI requires not only the involve-

ment of businesses but also decisive 

action by government (voiced by 

means of AI strategy for instance), 

which shall: (1) nurture local AI talent, 

(2) support universities and more rese-

arch projects in the AI area by opening 

new financial lines, which will prepare 

the workforce, (3) seek new products 

and solutions in public-private part-

nerships, in collaborating not only with 

companies but also with universities 

which lead the development of AI and 

robotics in the region, which will make 

building local AI industry possible, 

and (4) deploy AI solutions also within 

public institutions.
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7. The private sector shall both support 

R&D institutions which educate their 

future employees, and create more 

interest in specific projects in collabo-

ration with R&D institutions. 

8. Despite a growing number of IT gra-

duates and practitioners, there exists 

a scarcity in both the numbers and 

specific qualifications sought across 

the 3S region. To ease this strain, the 

governments in cooperation with a pri-

vate sector could consider – drawing on 

international solutions – an introduc-

tion of next-generation visas/talent 

passports to attract AI practitioners 

from outside the EU to the domain 

where such scarcity can be observed.

9. An effective adoption of AI requires 

a solid foundation, including access to 

large amounts of data. Companies shall 

make sure that, together with govern-

ments, they address all aspects of their 

digital transformation: the identifica-

tion of potential benefits and develop-

ment of a business case, the setup of 

a right data ecosystem, the creation or 

acquisition of appropriate AI tools, as 

well as the adaptation of their pro-

cesses, capabilities and culture. 

10. Government policies shall aim at easing 

access to data, drawing on the UK 

example of data trusts/warehouses. 

Such policies should promote the prin-

ciple of open data, in particular in the 

public sector, to provide a resource for 

wider sectoral applications of AI.

11. Interoperable regional/bilateral data 

spaces which aggregate public infor-

mation across the region and become 

an input for AI regional solutions shall 

be created. Also, the development of 

regional/bilateral AI facilities including 

accessible data resources and reposi-

tories of accessible algorithms would 

strengthen capacity in the EU and the 

3S region in particular.

12. More women and people of diverse 

backgrounds shall be involved in AI 

development. Non-discriminatory and 

inclusive AI interdisciplinarity shall 

also be supported (by encouraging joint 

degrees, for example in law or psycho-

logy and AI). The importance of ethics 

in the development and use of new 

technologies shall also be featured in 

programmes and courses. 

13. Awareness raising campaigns shall be 

launched to raise awareness both on 

the importance of technologies and use 

of data for improved business perfor-

mance and productivity, on the need of 

development of advanced digital skills, 

as well as on the need for cybersecurity 

solutions.
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Cyberattacks are viewed as a global risk of 

the highest concern that is going to intensi-

fy. The growing dependence on technology 

as well as an increasing number of inter-

connected devices and a more pronoun-

ced use of artificial intelligence heighten 

our exposure to cyber threats. On top of 

that, the ever-increasing sophistication of 

cyberattacks adds to the complexity of the 

landscape where interruption of business 

processes, state and economic espionage, 

compromise of critical infrastructure, 

or reputational damage take their toll. 

Irrespective of the growing awareness, 

cybersecurity remains an under-resourced 

risk, given the potential scale and depth of 

a cyberattack.1

It is important to ensure 

that providing cybersecurity 

should be a starting point 

for development of other 

projects within the 3SI. 

Sectors such as energy, 

transport and other 

critical infrastructures, 

therefore, the areas of the 

main focus for the 3SI, are 

prone to cyberattacks. 

CYBERSECURITY
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CASE STUDY – CROATIA

Gas supply is already part of the 3SI, with 

Croatia playing an important role in the initia-

tive. However, the vulnerability of Croatia’s 

energy sector along with Russia’s persistent 

efforts to penetrate Croatian economy and 

Croatia’s importance on the energy map of 

Southeast Europe make the country a likely 

target of cyberattacks. In terms of geopolitics, 

Croatia is an important bridge between three 

regions: the Mediterranean, Central Europe 

and Western Balkans, seeking to become an 

energy hub through projects like LNG in Krk 

and IAP-TAP pipelines. 

This is a project not only of national interest, 

but also of particular importance for the 3SI, 

and on the list of Projects of Common Interest 

of the EU. The project is supported by the EU 

and the United States. The new supply route 

through LNG terminal to import American gas 

for Croatia and the Eastern European market 

could jeopardise Russia’s supremacy. Croatia, 

like the rest of the EU, seeks to diversify its 

energy supply routes in order not to be depen-

dent on one energy supplier. Gas coming thro-

ugh Croatia would not supply just the local 

market, but also many countries in the region, 

for example Ukraine. The other supply route 

could be the Adriatic Ionian Pipeline as a con-

nection to the Trans Adriatic Pipeline to bring 

Caspian Sea Azeri gas along the Southern Gas 

Corridor to Europe. Currently, Croatia imports 

around 1 bcm of gas, with the reminder of 

2 bcm being produced locally. Imports of 

Croatian gas could increase to 5 bcm if new 

markets in Eastern Europe were accessed via 

the LNG terminal in the Krk island and IAP.

CYBERSECURITY 
READINESS IN THE 3S

According to the National Cyber Security 

Index, out of all countries in the 3S region, 

only Estonia (82), Slovakia (81) and Lithu-

ania (80) fall into the category of the most 

advanced countries worldwide (1.).2

The Czech Republic and Latvia position 

themselves close to the most developed 

group, with the scores of 74 and 72 respec-

tively. At the bottom of the ranking are 

Romania (55), Bulgaria (52) and Slovenia 

(44). In general terms, the preparedness 

of the 3S region as compared to the EU28 

is rather moderate due to their historical 

legacy and different levels of innovation, 

which was presented in detail in the previo-

us chapters. 

CASE STUDY – HUNGARY

The 10th point of the Hungarian Govern-

ment’s Decision No. 1139/2013 (21 March) on 

the National Cyber Security Strategy3 states 

that ‘the cybersecurity situation of Hungary is 

fundamentally solid. 

Hungary’s approach to cyber resilience was 

expounded in the first point of the document, 
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Source: EGA, 2018, National Cyber Security Index 2018.

saying it is of ‘fundamental’ national interest 

to secure the Hungarian cyberspace. 

However, the 2013 foundational document 

defined only the basics, missing out on de-

tailed descriptions, explanations, and steps. 

Overall, the whole strategy is a description of 

the present state of play. This strategy belongs 

to the first generation of cyber strategies. The 

2.0 cyber strategy is expected to be published 

in autumn 2018 and focus on the present day 

threats and challenges, fast reactions, and 

outcomes with a well-functioning hierarchy of 

decision-makers and responsive units.

The EU as a whole is not adequately 

prepared to face the mounting threats of 

cyberattacks, which stems from the frag-

mentation of the know-how and resources 

across the European Union. Only two 

Member States score the highest in the ITU 

Global Cybersecurity Index, while in a large 

majority of them, cybersecurity readiness 

ranges from average to weak.4 A varied 

level of preparedness of different sectors 

only makes the situation more complex.
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The highest percentage of companies having a cybersecurity policy in place is observed 

among those conducting information and communication activities (60 %) as well as professio-

nal, scientific and technical activities (49 %) (2.). Conversely, the lowest percentage of com-

panies with a cybersecurity policy can be found in construction (20 %), real estate (25 %), and 

transportation and storage (26 %) sectors.5 It must be noted, however, that the statistics come 

from a survey that was carried out in 2015. The next edition, which is expected in December 

2019, should reflect progress made as a result of the implementation/transposition of the NIS 

directive into national legislation concerning critical sectors in particular.
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Source: Eurostat, 2015, ICT security in enterprises.

The analysis of enterprise cybersecurity in the EU, particularly in the 3S region, shows plenty 

of room for improvement. A staggering 69 % of companies have either none or limited under-

standing of their potential exposure to cybersecurity challenges. Only 32 % of businesses have 

a formally defined security policy.

In the case of large businesses, almost three-quarters of them have such a policy in place. In 

the case of SMEs, it is only one-third (31 %).6 Overall, contrary to what can be observed in 

the general DESI, companies in Croatia (42 %) and Slovakia (41 %) have a much higher level of 
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3. ECONOMIC ACTIVITY – ALL ENTERPRISES

Source: Eurostat, 2015, ICT security in enterprises. 

cybersecurity awareness than the EU28 (3.). With that said, Bulgaria (19 %), Estonia (17 %), 

Latvia (17 %), Poland (13 %) and Hungary (10 %) are in the lower echelons of the scores in the 

EU.
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CYBERSECURITY MARKET IN THE 3S REGION

As repeatedly voiced in debates on secure digital infrastructure, cybersecurity is not only 

about cost. With proactive and properly crafted policies, the cybersecurity sector can also ge-

nerate revenue for the countries and the region. A strong and innovative cybersecurity sector 

not only helps to protect the public interest, but it can also be an important export commodity 

and an important driver of economic growth. This sector may especially become a smart spe-

cialisation for regions abundant in ICT talents – like the 3S region. 

According to various reports, the worldwide spending on cybersecurity products and services 

has already reached more than USD 120 billion. In the last decade, the market grew by 8–10 

% annually, with predictions for 2020 indicating a further steady growth amounting to USD 

230 billion of the global market value at the end of that period. A research study conducted 

by CYBERSEC HUB in 2018 involving a set of selected 3S countries shows that the region has 
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tapped into that growth. The 3S already have growth rates exceeding the EU average with re-

gard to the cybersecurity market, resulting, among others, from the growing security threats 

and new national and EU regulations. Multi-directional development of the IT security indu-

stry facilitates finding market niches and specialisations for the countries in the region, such as 

cybersecurity of industrial control systems, ‘security by design’ support products for software 

developers, Cyber Range Platforms – online training programmes for security specialists and 

Computer Security Incident Response services. 

2010 2015 Change % 2010 2015 Change %

Poland 52 566 81 357 55 % 37 390 62 730 68 %

Bulgaria 7 279 10 268 41 % 4 763 7 645 61 %

Croatia 5 111 5 878 15 % 3 586 4 388 22 %

Czech Republic 32 315 35 182 9 % 24 506 27 525 12 %

Estonia 2 266 3 897 72 % 1 722 3 198 86 %

Lithuania 2 532 5 758 127 % 1 250 4 193 235 %

Latvia 3 152 6 133 95 % 1 932 4 442 130 %

Romania 17 157 20 564 20 % 10 486 13 763 31 %

Slovakia 9 847 16 231 65 % 7 319 14 126 93 %

Hungary 28 320 31 157 10 % 23 665 26 687 13 %

Total 160 545 216 425 35 % 116 619 168 697 45 % 

4. NUMBER OF ICT COMPANIES IN SELECTED 3S COUNTRIES IN 2010 AND 2015 

Source: World Bank, 2018, GDP growth (annual %).

The region may be also particularly attractive for cybersecurity exporters – in 2016, in nine 

3S countries7 imports amounted to almost EUR 2.2 billion (about 20 % of total EU imports), 

which means high demand for products and services cannot be satisfied only by domestic 

companies. Most of this import came from countries outside the EU; the EC calculates that the 

import volumes of IT security products in 2021 for those 9 3S region countries will raise up 

to EUR 3.3 billion (5.). Current low saturation of those markets by ICT products and services, 

combined with rapidly accelerating digitisation, makes them especially crucial in terms of long-

-term, strategic investments. Vendors who will take active part in the digitisation of the region 

in the coming years, will secure their lasting export presence on those markets.
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2017 2018 2019 2020 2021 2017 2018 2019 2020 2021

Bulgaria 245 276 312 353 399 44 49 56 63 71

Croatia 29 33 37 42 48 6 7 7 8 9

Czech Republic 440 497 561 634 717 71 80 90 102 116

Estonia 113 127 144 163 184 26 29 33 37 42

Lithuania 97 110 124 140 159 26 29 33 38 43

Latvia 146 165 187 211 239 30 34 39 44 49

Romania 407 460 520 587 664 91 103 117 132 149

Slovakia 47 53 59 67 76 9 10 12 13 15

Hungary 490 553 625 707 799 89 101 114 129 146

Total 2 013 2 275 2 571 2 905 3 283 392 443 501 566 639

4. NUMBER OF ICT COMPANIES IN SELECTED 3S COUNTRIES IN 2010 AND 2015 

Source: Own calculation based on Impact assessment accompanying the document: Proposal for a regulation of 
the European Parliament and of the Council on ENISA, the EU Cybersecurity Agency, 2017.

The EU is now establishing regulatory and policy measures to support the development of 

European cybersecurity products. 

EU APPROACH TO CYBERSECURITY 

In recent years, the EC has intensified its efforts in a quest to enhance cyber resilience of the 

EU and tackle the fragmentation of capabilities between Member States and their economic 

sectors. The year 2016, when the when the NIS directive8 was adopted across the Union, 

marked a change in the European mind-set.

The NIS directive introduced cross-sectoral legislation to provide for a minimal level of protec-

tion in the critical sectors of the economy: energy, transport, banking, financial market infra-

structures, healthcare, drinking water supply and distribution, and digital infrastructure. The 

NIS directive set a new standard for enhancing cybersecurity in the EU. In order to support 

its implementation that was carried out, among others, by the Cooperation Group and the 

CSIRT network, the EC issued an additional guidance to provide for an effective and harmonised 

approach.9 Member States were required to transpose the NIS directive by 9 May 2018. Howe-
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ver, the assessment performed by the EC 

three months after the due date showed 

that only 11 Members States of the EU 

had complied; in the 3S region, these were 

the Czech Republic, Estonia, Slovakia and 

Slovenia.10

Subsequently, in 2017, the cybersecurity 

package was published. This wide-ranging 

measure attempts to improve the EU’s 

capabilities in three key fields: building its 

resilience to cyberattacks and stepping up 

the EU’s cybersecurity capacity; creating 

an effective criminal justice response; and 

strengthening global stability through 

international cooperation. In addition, 

the EC granted a permanent mandate for 

ENISA, transforming it into an EU Cyber-

security Agency, and set up a voluntary EU 

certification framework for ICT products 

and services.11

As a next step, in September 2018, the 

EC proposed to strengthen cybersecurity 

capacity in the EU by means of a network 

of European Cybersecurity and Com-

petence Centres.12 According to a draft 

regulation, such a network of competence 

centres would be coordinated by a newly 

created European Cybersecurity Industrial, 

Technology and Research Competence 

Centre. In a long run, a large, open and 

diverse group of actors active in the field is 

planned to be established. Additionally, in 

September 2018, ENISA published a tool 

to evaluate national cybersecurity strate-

gies to help Member States to assess their 

priorities and reflect on the priorities of the 

next strategy. 

In an attempt to set a long-term strategy 

for the development of digital policy in the 

EU, the EC has recently unveiled a draft 

version of the Digital Europe programme 

for 2021-2027.13 The programme builds on 

a set of measures previously outlined in the 

NIS directive, and focuses on the following 

areas to aid the implementation of the 

directive: support for the procurement of 

advanced cybersecurity equipment, tools 

and data infrastructures; the leveraging of 

Europe’s accumulated knowledge, capacity 

and skills; deployment of the latest cyber-

security solutions; and reinforcement of 

capabilities within both the public and the 

private sector. 

Given the fragmentation of approaches 

within the EU, Member States face an 

uneasy task to implement this wide-ran-

ging legislation. In the overall discussion, 

the National Institute for Standards and 

Technology framework emerges as one of 

the standardised tools for the implementa-

tion of the NIS directive. This cybersecurity 

framework has been used by about 30 

% of enterprises in the U.S. now and has 

been made binding for the U.S. govern-

ment following 2017 executive order14 on 

strengthening the cybersecurity of federal 

networks and the critical infrastructure. In 

April 2018, the NIST released an updated 

version of the Framework 1.1 which modi-

fied the sections related to authentication 
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and identity, self-assessment of cyberse-

curity risks, management of cybersecurity 

within the supply chain and vulnerability 

disclosures.15

Competent national bodies often consider 

the NIST model as a tool to implement the 

requirements of the NIS Directive. Italy 

serves as an example in this respect. The 

National Cybersecurity Centre of the UK 

also followed suit and used the NIST frame-

work as guidance for the implementation 

of the NIS directive. It referred to good 

practices and standards such as the ISO/

IEC 27001/27002 standard series and the 

IEC 62443 series for OT.16 Recently, the 

U.S. government has announced plans to 

draw on the NIST framework in order to 

establish its equivalent to deal with privacy 

and assist companies in protecting perso-

nal data.

TRANSATLANTIC 
CYBERSECURITY 
COOPERATION

There is significant 

potential in transatlantic 

cybersecurity cooperation 

with the 3SI, and the 

D3SI format seems 

particularly well suited 

for the advancement 

of this partnership. 

The new National Cyber Strategy of the 

United States17 highlights the importance 

of cooperation with U.S. allies to preserve 

peace and security in cyberspace. It aims 

to build an international Cyber Deter-

rence Initiative, a coalition of responsible 

and like-minded partners: states, private 

companies, academia or the civil society 

in order to develop common strategies to 

combat malicious cyber threats. 

A stronger American bilateral and regional 

engagement in Europe, including the 3S 

region is necessary. The eastern flank of 

NATO is usually on the frontline of state-

-orchestrated cyberattacks and sinister 

activity of cybercriminals. Following the 

attack on Estonia in 2007, the 3S countries 

are facing significant geopolitical tensions 

due to emerging security challenges, such 

as the hybrid and cyber threats. Even 

though this cooperation is increased at the 

operational level, it needs enhanced politi-

cal incentives at the strategic level, andthe-

se so far have been largely unsatisfactory. 

A stronger engagement of the U.S., as well 

as the EU and NATO, is crucial to reinforce 

the strategic cooperation in the region and 

increase its resilience against cyberthreats. 

This partnership should consist of multifa-

ceted tools, including the financial support 

of capacity building efforts, the creation 

of effective information sharing platforms, 
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public-private partnership mechanisms and 

the exchange of best practices. 

There would be several significant benefits 

of the increased support of the EU, NATO 

and the U.S. The 3S region may be instru-

mental in enhancing NATO’s and the EU’s 

overall efforts to strengthen their defence 

capabilities against cyberattacks. Moreo-

ver, the region possesses a unique blend of 

experience that can be shared with the U.S. 

and other partners, thus contributing to 

building enhanced cybersecurity gover-

nance frameworks, response mechanisms 

and the norms of responsible behaviour of 

states in cyberspace. 

ATTACKS ON ELECTIONS 
AND INFORMATION 
WARFARE

The velocity of change in technology and 

increasing attempts to misuse new advan-

cements contribute to the complexity of 

regulatory approaches. Malicious acti-

vities of significant impact involve attacks 

targeting elections and electoral campa-

igns. They include direct interference with 

voting systems or attempts to influence 

voters’ behaviour by means of hacks and 

leaks, fake news or targeted messaging.18 

With regard to the security of voting 

systems, under a joint effort of Estonia and 

the Czech Republic, the NIS Cooperation 

Group came up with a set of guidelines 

on how to make the process of elections 

resilient to a cyberattack. In the aftermath 

of electoral incidents worldwide and in the 

run-up to elections to the European Par-

liament, a number of initiatives surfaced at 

the EU level.19 

CASE STUDY – SLOVAKIA

The latest edition of GLOBSEC Trends20 

indicates that 53 % of Slovaks believe that 

secret groups control world affairs and aim 

to establish a totalitarian world order. Only 

27 % think that Russia tried to influence the 

outcome of several elections in Europe, making 

Slovakia the least aware of such attempts in 

CEE. Finally, 68 % of Slovaks aged 18-24 have 

encountered disinformation on social media. 

However, only 9 % of all Slovak social media 

users who come across inappropriate content 

actually report it. This illustrates that people 

are exposed to fake news and propaganda, 

which is likely to affect their opinions.

In July 2018, a code of practice on disinfor-

mation was published and its effectiveness 

will be assessed by December 2018.21 In 

September 2018, in a concerted effort, the 

industry submitted the code of practi-

ce which forms a set of self-regulatory 

standards to fight disinformation worldwi-

de. Among others, the measures include 

commitment to transparency in political 

advertising, closure of fake accounts and 

demonetisation of the purveyors of disin-

formation. The code comes ahead of the 

European elections in spring 2019 and at-
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tempts to make the campaign transparent 

and reliable.22 As a parallel measure, the EC 

issued a recommendation on election co-

operation networks, online transparency, 

protection against cybersecurity incidents 

and fighting disinformation campaigns, 

guidance on the application of the General 

Data Protection Regulation and a legisla-

tive amendment, which tightens the rules 

applicable to funding of political parties.23 

CASE STUDY – SLOVAKIA

Russia’s hybrid war includes disinformation 

campaigns in the CEE region, posing a signi-

ficant security problem in Slovakia. The cam-

paigns seemed to have had a negative impact 

on Slovakia’s public opinion towards the EU as 

the public support for the EU decreased from 

68 % in 2010 to 52 % in 2016.24 In their 2017 

annual report, the Slovak Information Service 

(SIS) highlighted their focus on selected hybrid 

warfare used by state actors. Under the spon-

sorship of the Office of the Security Council of 

the Slovak Republic, SIS also helped develop 

the strategy of the Slovak Republic’s on coun-

tering hybrid threats.25 One of their main tasks 

is to monitor Russian propaganda dissemina-

ted in Slovakia and other European countries. 

According to the Disinformation Resilience 

Index, the updated official documents ‘Se-

curity Strategy of the Slovak Republic 2017’ 

and ‘Defence Strategy of the Slovak Republic 

2017’ are much better at addressing the issue, 

providing broad-spectrum countermeasures.26 

The Security Strategy classified disinformation 

campaigns as a subtype of hybrid threats and 

suggested developing strategies to strengthen 

resilience against hybrid threats and increase 

strategic communications capacity. Lastly, in 

July 2017, the Slovak Ministry of Foreign and 

European Affairs established the Strategic 

Communication Unit.

Since cyberattacks pose a significant threat 

to elections, campaigns or political parties, 

undermining trust into public institutions, 

the EC has proposed creating a network of 

cybersecurity competence centres located 

in Member States which, in cooperation 

with the new European competence 

centre, will better coordinate the activities 

against such attacks within the EU. The EC 

suggests Member States adopt technical 

and organisational measures to manage the 

risks related to the information systems 

employed for the organisation of elec-

tions.27

CASE STUDY – ROMANIA

Information warfare is viewed as a growing 

issue and a very serious threat to national 

security. The Romanian law enforcement and 

intelligence agencies tackle the information 

warfare as a strategic threat. This approach 

focuses on building preventive mechanisms, 

such as better anticipation and intelligence 

gathering, while achieving an integrated, 

balanced, flexible and agile response capa-

city.28 According to the National Defence 

Strategy, disinformation campaigns and 
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state-sponsored cyberattacks are threats that 

may obstruct Romania’s strategic projects 

and objectives as well as negatively affect its 

decision-making processes.29 In that sense, 

elections and decision-making as pillars of the 

democratic processes are commonly recogni-

sed as being most vulnerable to information 

warfare and cyber threats. 

CASE STUDY – CROATIA

Political campaigns and elections are parti-

cularly vulnerable to cyberattacks that may 

threaten democratic processes. As a result 

of unresolved political issues, Croatia may 

additionally be exposed to hybrid warfare 

originating from the region, namely Serbia and 

Bosnia Herzegovina, also during the upcoming 

European elections. Some key economic issues 

in the county, like the ongoing situation with 

the Agrokor group30, the privatisation of some 

state-owned companies, and the unresolved 

privatisation of the INA oil and gas company 

are another source of cyber threats. The cases 

of Agrokor and INA were accompanied with 

corruption scandals, disinformation campa-

igns, and involvement of foreign companies 

that used different methods to gain control 

over Croatia’s key industries.

The common experience 

and high exposure to hybrid 

threats and disinformation 

within the 3S region should 

result in closer security 

cooperation to counter 

information warfare at 

the EU level and between 

the 3S countries. 

Together with the East StratCom Task 

Force and the Strategic Communications 

Centre of Excellence, the 3S countries 

should engage in combating disinforma-

tion campaigns by creating a platform to 

share experiences of their fight against 

disinformation and establishing a fund to 

support the development of expertise and 

analyses.31

INTERNATIONAL 
PROSPECTS FOR 
A COMMON AGREEMENT

Over the past years, state-led activities 

have created new capabilities that im-

pact societies and economies. However, 

agreeing on international instruments to 

tackle cross-border threats proves challen-

ging. Cybersecurity is discussed on multiple 

forums, for examples G7, G20, Shanghai 

Cooperation Organisation, the European 

Union, OSCE, FIRST, NATO, UNODC, UNI-

DIR, but only a few are doing this in a truly 

multi-stakeholder manner i.e. Global Confe-

rences on Cyberspace (the London Process), 

Internet Governance Forum, Global Forum 

on Cyber Expertise or Global Commission 

for the Stability of Cyberspace.32
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In 2015, the UN Group of Governmental 

Experts on Developments in the Field 

of Information and Telecommunications 

in the Context of International Security 

declared that international law also applies 

to cyberspace. It agreed on norms, rules 

and principles of responsible behaviour 

of states as well as confidence-building 

measures, international cooperation and 

capacity building saying that existing obliga-

tions under international law are applicable to 

State use of ICTs and States must comply with 

their obligations to respect and protect human 

rights and fundamental freedoms.33

The UN GGE has always been a forum for 

international discussion on the rules of be-

haviour for states in cyberspace. Two years 

later, despite making substantial progress, 

the UN GGE failed to arrive at a consensus 

on the outcome report. What proved to 

be a bone of contention was the manner in 

which international law (humanitarian law, 

law governing states’ right to self-defence, 

law of state responsibility, including coun-

termeasures) applies to the use of ICT by 

states.34 The failure to reach an agreement 

on international law and its application left 

many issues unresolved, including norms, 

confidence-building measures and capacity 

building.

All V4 countries and most of the 3S coun-

tries are adopting European requirements 

for cybersecurity; they also participate in 

NATO’s initiatives. Since 2017, Belgium, the 

Czech Republic, Estonia, France, Germany, 

Greece, Hungary, Italy, Latvia, Lithuania, 

the Netherlands, Poland, Slovakia, Spain, 

Turkey, the United Kingdom and the United 

States have been sponsoring nations of the 

NATO Cooperative Cyber Defence Centre 

of Excellence (CCDCOE). The Centre pu-

blished the Tallinn Manual and its revised 

version on the application of international 

law to cyber warfare. The whole region is, 

however, not part of the UN GGE.

In the meantime, the EU continues to 

uphold that existing international law 

applies to cyberspace and that respecting 

international law is key to maintaining 

peace and stability. In this respect, the EU 

is willing to continue working on develo-

ping further, voluntary, non-binding norms, 

rules and principles drawing upon the UN 

GGE’s 2010, 2013 and 2015 reports, both 

within the UN and other international 

forums.35 In parallel, there are attempts to 

fill the vacuum created as a result of the 

recent failed proceeding of the UN GGE. 

A notion of a Digital Geneva Convention 

first emerged in February 2017. In a joint 

initiative spearheaded by Microsoft and 

Facebook, more than 30 companies intro-

duced a set of principles to help govern-

ments fight against cyberattacks aimed at 

civilians and enterprises. Nevertheless, its 

lengthy list of signatories did not include 

some digital moguls like Google, Amazon, 

Apple, IBM or McAfee.36 Despite receiving 

praise for applying a multi-stakeholder 

approach, the Digital Geneva Convention 

raised concerns of individual governments 
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with regard to the idea of creating the 

convention as such.37

Given that the negotiations of the NIS 

directive lasted for seven presidencies 

of the EU Council, one should not expect 

that any international instrument will not 

encounter hurdles in the process that will 

not be easy and will take time. Some argue 

that the creation of such an agreement 

is impossible due to divergent interests 

around regulations, different expectations 

and concerns regarding cybersecurity.38 

Irrespective of the outcome, what counts is 

that the implementation of the above-men-

tioned legislative instruments will make 

the EU stronger and less fragmented, both 

politically and economically. 

The above-mentioned lack of consensus 

within the UN GGE prompted the inter-

national community to seek an alternative 

space for discussion about the application 

of international law to cyber activities 

and the development of norms of respon-

sible behaviour. During this process, it 

is necessary to enter into a dialogue on 

priorities with other partners, including 

non-state actors. Given its strong potential 

for influence, the 3S countries should now 

actively engage in that discussion, which 

can give it a new momentum. The D3SI is 

a project that aims to develop cybersecu-

rity policies and strategic concepts to help 

build stability and increase trust in this 

domain. The place that regularly hosts the 

most prominent experts and policy-makers 

in the field is Krakow, a city located in the 

heart of the region and a hometown of the 

annual European Cybersecurity Forum – 

CYBERSEC.39

RECOMMENDATIONS FOR 
THE 3S COUNTRIES:

1. In most of the 3S countries, the regional 

cooperation in the digital domain is 

scarcely mentioned in the political 

discourse at a national level. The areas 

of focus are capability building and 

intelligence sharing, but its enhance-

ment within bilateral and multilateral 

diplomatic relations is missed out. 

The NIS Directive, to some extent, can 

serve as an enabler in this respect.

2. In accordance with the Proposal for 

a European Cybersecurity Competence 

Network and Centre of the EC, the 

collaboration of competence centres 

in the 3S countries should be further 

pursued. Their joint capacities shall 

serve to respond to the needs of the 

public sector and the industry.

3. International/regional cooperation 

involving policy consensus, mutual 

technical assistance, sharing best 

lessons learned and even intelligence 

is not sufficient. Therefore, countering 

cyber threats that jeopardise demo-

cratic processes requires states and 

relevant private-sector stakeholders 
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to eventually engage in active defence 

to deny the posture of their enemies. 

4. Public-private cooperation, inclu-

ding capacity building, research and 

response coordination, is critical. 

Increasing the use of encryption, cyber 

exercises, establishing notification 

requirements, and enabling private 

entities and academia to assume 

a role in documenting and countering 

information warfare are required to 

safeguard vulnerable mechanisms and 

processes against any hostile challenges.

5. Increasing the number of cross-border 

exercises will contribute to better 

regional cooperation. The Central 

European Cyber Security Platform,40 

which comprises the V4 Group and 

Austria, is an example of an entity that 

coordinates cross-border exercises orga-

nised by national cyber security centres. 

6. Enhanced preparedness, response 

(confinement) and rapid recover 

capacity at technical, economic, 

administrative, and social levels are 

key elements to increase cyber resi-

lience. The first step (1) is to secure the 

commitment of political stakeholders 

who shall speed up decision-making. 

Therefore, the second step (2) is to set 

up a policy model (strategy) and put 

in place a (continuity) plan for cyber 

resilience. The third step (3) is to ensure 

the deployment of the strategy and the 

plan into both national and local poli-

cies, and assign roles. The logic behind 

is to decentralise resilience building as 

much as possible. 

7. There are some pillars and lines of 

action that normally shall be consi-

dered for increasing cyber resilience, 

namely infrastructure resilience, 

mandatory R&D, human skills for public 

services, public diplomacy, awareness 

and cooperation. The latter should be 

clearly defined to ‘mitigate stakehol-

ders’ reluctance and to avoid ambiguity’ 

when it comes to governments’ duty to 

provide assistance.

8. It is important to have highly qualified 

personnel for screening, evaluation 

and compliance; therefore, high quality 

education is a must. The civil society 

must also be educated as cybersecurity 

starts with its members. Cybersecurity 

has to be part of the basic education.

9. There are sectors which are best pre-

pared (i.e. financial and telecommunica-

tions) and worst prepared for cyberse-

curity challenges (i.e. health sector and 

local administration). Sectoral CERTs/

CSIRTs and sector-specific cybersecu-

rity readiness indicators shall be intro-

duced. Cross-sectoral cooperation is 

also needed to share best practices 

between the most successful actors 

and those who cope with the threats 

less effectively.
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10. A stronger American bilateral and 

regional engagement in CEE with 

respect to cyber capacity building is 

necessary. The potential for synergy 

among the D3SI (and through that, 

the Three Seas Initiative), the U.S. 

National Cyber Strategy and the Cyber 

Deterrence Initiative is significant and 

should not be left unnoticed. 

11. In the 3S region, it is possible to 

establish a cybersecurity hub that 

merges both international and regional 

resources and attracts the private and 

the public sector as well as academics 

to create innovative products and solu-

tions for rapidly growing cyberthreats, 

mainly for the European market.

12. The 3S region, the EU and the U.S. 

need to enhance their cybersecurity 

cooperation by engaging with specia-

lised agencies and task forces, such as 

ENISA, Europol, Interpol, future struc-

tures of the PESCO and the European 

Defence Fund, to jointly advance 

efforts to develop a comprehensive and 

transparent international framework 

for minimum standards for cybersecu-

rity policies.41 
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While 4G was designed to improve 

capacity, user data rates, spectrum usage 

and latency with respect to 3G, 5G is not 

only an evolution of mobile broadband. It 

will be a key enabler of the future digital 

world, the next generation of ultra-high 

broadband infrastructure that will support 

the transformation of processes in all eco-

nomic sectors and the growing consumer 

market demand.1

5G is going to bring new service capabi-

lities for consumers and for new industrial 

stakeholders (e.g. vertical industries, novel 

forms of service providers or infrastructu-

re owners and providers). Firstly, it will en-

sure user experience continuity in challen-

ging situations. To give an example, in the 

best-case scenario, HD video or telewor-

king will available anywhere, regardless of 

the user’s location (be it a dense area like 

a city centre, a village, a high speed train or 

an airplane). 5G systems will provide access 

anywhere and will select transparently for 

the user the best performing 5G connec-

tion among heterogeneous technologies 

like Wi-Fi, 4G and new radio interfaces.

In addition, 5G will be a key enabler for the 

IoT by providing the platform to con-

nect a massive number of objects to the 

Internet. Sensors and actuators will spread 

everywhere.

5G
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The empowering 5G is a kind of nucleus for the idea of linking 

the 3S region by the so-called 3 Seas Digital Highway. It 

would bridge the gaps in the communication infrastructure 

by implementing the 5G technology, above all, together with 

fibre optics, data islands, which would eventually complement 

energy and transport infrastructures built as part of the 3SI 

projects. The 3SDH would allow for better and more secure 

data transfer from the north to the south of the region.

BROADBAND COVERAGE IN THE 3S

First of all, a general image of the current state of play concerning the broadband coverage 

in the 3S region should be provided. The Broadband Coverage in Europe study is designed to 

monitor the progress of EU Member States towards their specific broadband coverage objec-

tives.2 The data presented below (1.) reflects the situation at the end of June 2017 compared 

to the situation at the end of June 2016.
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1. OVERALL FIXED BROADBAND COVERAGE BY COUNTRY, 2017

Source: European Commission, 2018, Broadband Coverage in Europe.

Out of the 31 study countries, 26 countries registered fixed broadband coverage of above 

95.0 %, while 18 countries had fixed broadband coverage above the EU28 average (97.5 %). 

Several European countries recorded complete, or near complete, fixed broadband coverage 

including Malta, the Netherlands, France, Cyprus, Luxembourg and the UK. On the other side 
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Source: European Commission, 2018, Broadband Coverage in Europe.

of the classification, the majority of the 3S countries are at its very end. Only Croatia, Austria, 

the Czech Republic and Slovenia are above the EU average. Four countries (Estonia, Slovakia, 

Romania and Poland) reported coverage below 90 % in mid-2017. These countries face fixed 

broadband coverage challenges due to their sparsely populated and underserviced rural 

areas. 

Rural fixed coverage in most study countries is lower than national fixed coverage (2.). By 

mid-2017, rural fixed broadband coverage reached 92.4 % of rural households compared to 

national coverage of 97.4 %. However, the gap between total fixed coverage and rural fixed 

coverage continues to reduce. In mid-2017, the gap closed to 5.0 percentage points, compared 

with 5.3 percentage points in mid-2016.

18 study countries reported rural fixed broadband coverage above the EU average (92.4 %). 

Above them are still only Croatia, the Czech Republic, Austria and Slovenia as representatives 

of the 3S region.

CASE STUDY – ROMANIA

A public bidding for 5G frequencies is set to 

be organised no later than December 2019. 

The National Authority for Management and 

Regulation in Communications (ANCOM) 

announced that the documentation concer-

ning the bidding will be available no later than 

July 2019. ANCOM has adopted a plan and 

a timetable concerning the allocation of the 

470-790 MHz spectrum and the associated 

regulatory framework in the form of a Natio-
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nal Roadmap for the Allocation and Future 

Use of the 470-790 MHz band in June 2018.3 

The 700 MHz band is not available at the 

moment for mobile use as the band is assigned 

to digital terrestrial television services. The 

assignment of the 790 MHz band for mobile 

services is expected by the end of 2018, when 

the legal framework concerning the use of the 

radio spectrum available in the 700 MHz, 800 

MHz, 1500 MHz, 2600 MHz, 3400-3600 

MHz and 26 GHz frequency bands will be 

ready. At the moment bilateral coordination 

negotiations concerning 5G are being initiated 

with neighbouring countries. There are no of-

ficial technical trials yet. In July 2018, Orange 

Romania announced the first real-time testing 

of a fixed-point 5G multi-vendor network in 

Romania.4

The state of play reveals a good situation in 

terms of broadband access. During the past 

five years Romania demonstrated conside-

rable growth and registered rapid improve-

ments in broadband access. Depending on 

source, Romania ranks among top EU states in 

terms of fixed and mobile broadband speeds. 

The broadband coverage is universal. Fixed 

broadband availability is very good in urban 

areas, but overall below the EU average due 

to many sparsely populated and underservi-

ced areas. In 2017, Romania has had the 

largest increase in the EU in terms of mobile 

broadband coverage, over 93.6 % of house-

holds, while the average mobile broadband 

coverage is still below the overall EU average 

(3.). Concerning broadband coverage, it is 

likely that by 2022 Romania will get closer to 

EU averages, while the 5G is highly unlikely 

any time sooner than 2020.

0

10

20

30

40

50

60

70

80

90

100

DK SE BE MT LT CH NO FI NL UK CZ HU AT PT IT LU SI PL EE LV FR EU
28

IS ES IE EL DE SK HR RO BG CY

3. LTE COVERAGE BY COUNTRY, 2017

Source: European Commission, 2018, Broadband Coverage in Europe.

126



ON THE WAY TO THE 5G TECHNOLOGY

To successfully launch 5G networks in the 3S region, many challenges must be addressed.

Firstly, legal frameworks for the 5G communication systems are needed. Conditions of laun-

ching new operator networks and their interoperability together with the existing 2G/3G/4G 

infrastructure must be defined. However, full functionality of 5G will only be possible in a few 

years. At the beginning it will be utilised only in the urban areas, mainly in the big city centres, 

while in rural and suburban areas, the legacy 2G/3G/4G networks will still be deployed. Thus, 

there must exist procedures of switching between new networks and the existing ones. They 

should be created with regard to not only technical aspects, like bandwidth occupation and in-

ter-network interference, but also the economic ones. Responsible institutions should define 

the maximal tariffs for traffic between networks, both between the 5G operator network and 

its legacy counterpart and between different 5G operators.

CASE STUDY – CROATIA

The legal framework for the introduction of 5G 

network was created in December 2016 when 

the Croatian Parliament (Hrvatski Sabor) has 

adopted the ‘Law on measures to reduce the 

cost of introduction of high-speed electronic 

communications networks’. With this law, 

Croatia has transposed the EU Directive 

2014/61 of the European parliament and the 

EU Council, adopted in May of 2014 and also 

aligned with the European law in this area. 

This Croatian law is intended to lower the cost, 

facilitate and boost the construction of the hi-

gh-speed electronic communications networks 

in order to accelerate the realisation of goals 

set by the Digital Agenda for Europe by 2020. 

With this implementation, the law also strives 

to abolish all obstacles to the introduction 

of high-speed electronic communications 

networks in the whole of Croatia, including the 

high cost of construction works that in some 

case make up as much as 80 % of the total cost 

of introducing a new network. Croatia seeks 

to significantly lower these costs by introdu-

cing the model of integrated infrastructure 

construction, which includes simultaneous 

construction of different infrastructure levels, 

including the optical waveguide infrastruc-

ture. It also aims to avoid other obstacles like 

low effective use of the existing network of 

telecom operators, non-existence of a single 

database of existing fiscal infrastructure and 

a lack of coordination during the construction 

works.
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The next challenge is connected with the bandwidth occupancy. Currently, several activities 

are carried out in order to fill in the TV white spaces that appeared after switching off the ana-

logue TV in CEE. In Poland, for example, the analogue TV transmitters were switched off by 

July 2013. Thus, communication channels that had been occupied by analogue TV operators 

(i.e. 630 MHz, TVN) were released. These frequency bandwidths can be utilised for ad hoc 

communications in 5G networks.

CASE STUDY – CROATIA

The introduction of 5G network has started in 

mid-2018 and the process has been launched 

by the biggest telecom operator in the country, 

Croatian Telecom Inc. (Hrvatski Telekom 

d.d., owned by Deutsche Telecom), and in 

collaboration with another Croatian company 

Ericsson Nikola Tesla Group (Swedish compa-

ny Ericsson owns 49.07 % of shares). Croatian 

Telecom and Ericsson Tesla have been long-

-time strategic partners in flagship projects 

in the country involving the modernisation of 

existing radio and access networks and the 

introduction of new ones, ever since both com-

panies were privatised in the nineties. In early 

2018 Croatian Telecom and Ericsson Nikola 

Tesla have signed a long-term contract in order 

to introduce 5G network connectivity and to 

modernise the existing radio access network; 

this modernisation includes improving the 

existing infrastructure, transport capacities 

and the radio access equipment on the whole 

territory of the Republic of Croatia. The two 

companies plan to finalise the 5G network 

introduction process by the end of 2019. This 

new radio access equipment will be deployed 

in the new cableless, so-called feederless, 

mode that will abolish the need for long cable 

connections and the losses they produce. 

Optical antennas with radio amplifiers will 

be introduced and that will also significantly 

lower the consumption of electric energy.

The core infrastructure is another issue. So far, the new generation of mobile radio networks 

was built on the existing framework of previous generations. The new, at the time, 3G and 4G 

networks were launched on the existing core infrastructure of GSM which got upgraded to 

fulfil the new requirements. However, the current situation differs from that of from several 

years ago when 3G and 4G networks were to be launched. This is because 5G brings a new 

philosophy of communications, since it integrates cellular networks with home/office wireless 

LAN installations, industrial control systems and IoT networks that can be applied to remo-

tely control devices at home, office, factory and city within the so called C-RAN architecture. 

Centralised architecture allows hundreds of remote radio heads to use one baseband unit. 
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This requires building many network items like IoT gateways, micro-cells and essential parts of 

the core network from scratch. However, the most prominent challenge lies deeper. Countries 

from the 3S will have to build an efficient, robust and secure core network that will support 

Network Function Virtualisation of necessary appliances. Governments will have to make de-

cision about localisations of new data centres supporting 5G core functionalities or reuse the 

existing data centres that currently serve as nodes of the Internet backbone. As an example, 

in Poland it is most likely that the existing supercomputing and data centres located in the 

biggest cities across the country will be connected to each other (Warsaw, Krakow, the Silesia 

conurbation, Wroclaw, Poznan, Gdansk). However, the exact location of core 5G elements will 

be the result of negotiations between 5G operators, governmental institutions, regulatory 

bodies, existing data and supercomputing centres and local authorities.

The existing optical fibre trunks connecting different national networks will have to be up-

graded. This may require signing bilateral agreements between different countries to define 

technical and economic aspects of cooperation, which was also underlined in relation to the 

3SDH.

Regulatory institutions will have to disclose recommendations describing where new network 

components can be installed and where they are forbidden (i.e. in hospitals). Electromagnetic 

compatibility issues and the EM radiation originating from the growing number of devices 

which produce the so-called ‘electromagnetic smog’ that is often said to impact on the health 

of the population will have to be addressed and explained to the public. Different entities at 

the national level, such as ministries of healthcare and digital affairs will have to prepare re-

commendations in collaboration with institutions responsible for electronic communications. 

Technological growth cannot be enforced to the detriment of population health.
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CASE STUDY – SLOVAKIA

Slovakia has set the long-term objective 

of achieving access to high-speed internet 

connection with at least 30 Mbps for all ho-

useholds by the end of 2020.5 On the private 

sector side, for example, telecom company 

Orange Slovensko is aiming to launch 5G 

between 2020 and 2022 as one of the first 

operators in Europe. The two main documents 

where this strategy has been elucidated are 

Slovakia’s National Broadband Strategy and 

the Strategic Document for Digital Growth 

and Next Generation Access Infrastructure 

2014-2020. In these strategic documents, 

what has been identified are Slovakia’s 

regulatory measures needed to meet a target 

of 100 % coverage of 30 Mbps high-speed 

internet and the preparations for meeting the 

target concerning subscriptions of high-speed 

internet above 100 Mbps. These include legi-

slative amendments to simplify the building of 

networks, auctions to facilitate innovation in 

mobile broadband access, and regulation of 

prices and access to completed networks to in-

crease competition in the market and optimise 

the profitability of realised investment. More 

recently, a Memorandum of Cooperation was 

signed between operators (Slovak Telekom, 

Orange Slovensko and O2 Slovakia) and the 

Office of the Deputy Prime Minister of the 

Slovak Republic for Investments and Infor-

matization to give high-speed internet access 

to each municipality in Slovakia by 2020, 

recognising that in the digital economy it is 

a basic prerequisite for work and study.6 This is 

targeted specifically to eliminate ‘white spots’ 

or municipalities with no internet access, of 

which Slovak authorities counted 207 as of 

2017.

In the 2007-2013 programming period, a plan 

to create conditions to provide internet servi-

ces to everyone was prepared, under which 

steps were taken to commence procurement of 

backhaul networks to cover white areas. The 

steps taken included public procurement of 

projects for the building of national backhaul 

networks to cover white areas; a proposal 

for project documentation for the building of 

national backhaul networks; ensuring admini-

strative capacities for the building of national 

backhaul networks.7 An auction for the alloca-

tion of frequencies of the digital dividend took 

place in 2013, enabling construction of fourth 

generation mobile networks.

Last but not least comes security. 5G networks, due to their ubiquitous character, demand 

upgrading requirements and procedures that will ensure information security and privacy 

is improved in comparison to the previous generations of radio systems. Since 5G networks 

will make it possible to remotely monitor home and office or to perform several activities, e.g. 

opening the door or increasing the temperature in the room, they have to prevent illegitimate 

parties from manipulating the commands sent remotely to devices and from disclosing sensiti-

ve data (such as the image of a bedroom from an IP camera connected to the Smart Home IoT 
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network). Therefore, complex approach to 

security that addresses both service ava-

ilability and protection of the radio access 

is essential. The development of common 

security models and good practices such 

as selection of trustworthy contractors 

and providers related to the construction 

of 5G networks may take place not only on 

the designated international forums, but 

also as part of the D3SI, as the technology 

is now taking off around the globe and in 

the EU.8

Together with deployment of 5G and 

IoT networks, new types of threats and 

crimes will arise. Burglars willing to break 

into a house will try to bypass protec-

tion mechanisms of the Smart Home IoT 

network. Terrorist and organised crime 

groups will try to use 5G network in order 

to insert malware into industrial control 

systems of power grids, gas distribution 

networks or Smart Cities IoT networks 

that monitor traffic in big cities. Moreover, 

with rapid growth of computational power, 

the existing cryptographic mechanisms will 

not be sufficient to provide confidentiality 

and integrity of data transferred between 

mobile terminals and base stations. Since 

the ‘weakest link’ determines the overall 

security of any information system, there 

will be a necessity to strengthen the pro-

tection of the wireless traffic between all 

devices, from simple temperature sen-

sors to sophisticated IoT gateways. Each 

subnetwork will have to be equipped with 

Wireless Intrusion Prevention Systems 
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red over the wireless medium by legitimate 

parties (i.e. wireless sensor and an IoT 

gateway).

These physical-layer security mechanisms 

have been attracting huge interest from 

academia and the industry for several 

years. Both theoretical analysis and expe-

rimental results performed in laboratory 

conditions have shown their usefulness 

in wireless sensor networks. Thanks to 

deployment of these mutual authentication 

and key generation mechanisms, the imple-

mentation of complicated key management 

mechanisms and storage of key reposito-

ries can be avoided. Moreover, sensors can 

still use lightweight hardware. Otherwise, 

all devices launched in a 5G network would 

have to be equipped with a very quick 

processor and a memory that supports 

complicated cryptographic operations 

performed in a reasonable time.

Two things should be especially noted. Fir-

stly, launching the 5G network will require 

the holistic security approach comprising 

both virtualised and non-virtualised secu-

rity functions to be put in place at all layers 

of the ISO OSI model. Secondly, an urgent 

need for automated security management 

solutions for 5G networking will be ob-

served. Nowadays, every threat that may 

impact the network cannot be foreseen. 

However, technical tools to mitigate the 

impact of new threats and vulnerabilities 

that will come in the nearest 5 years exist 

already. It is the decision of governments 

to detect illegitimate traffic attempts, for 

instance caused by rogue access points, 

jammers and so on. In addition, procedures 

of detaching unwanted device and arre-

sting suspected offenders who attempt to 

perform Denial-of-Service attacks or steal 

confidential data will have to be defined by 

relevant entities.

Due to the open nature of 5G architecture 

that exploits IP networks together with 

virtualisation mechanisms that rely on SDN 

and NFV and because of the diversity of ac-

cess technologies possible to implement (6 

Low PAN, Wi-Fi, etc.), a specific approach 

to data protection needs to be taken. The 

backbone or core part shall be protected 

with mechanisms known from decentrali-

sed networks, for instance Attribute-Based 

Access Control. However, the traffic within 

an Autonomous System or a subnetwork 

controlled by one entity should enforce 

a centralised approach, with one entity 

(i.e. access router) being responsible for 

authentication, authorisation and for de-

tecting attempts of illegitimate operations.

In addition to protection mechanisms at 

the network and transport layer, opera-

tors will have to exploit radio channels for 

session key generation and mutual user 

authentication. Random fluctuations of 

radio channel characteristics are exploited 

to increase equivocation at the intruder’s 

side. Thus, the increase in computational 

power by the enemy does not help them to 

discover the confidential message transfer-
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whether to enhance technical security 

requirements and put additional obliga-

tions for 5G operators. This will definitely 

require discussion between decision-ma-

kers, telecommunication industry and 

independent experts in academia.

5G-RELATED PROJECTS IN 
THE 3S

In recent years, we have been observing 

activities of mobile operators and deci-

sion-makers that aim to launch national 5G 

commercial instances.

1. The Slovenian and Hungarian tele-

communication regulators have signed 

a cooperation agreement to support 

a pilot project for the implementation 

of 5G technology. The project is in the 

field of public security, protection and 

rescue technology. The cooperation 

agreement is part of a wider integra-

tion between the countries in this 

field, after the signing of a cross-bor-

der memorandum between Slovenia 

and Hungary for the 5G project. The 

pilot project thus gains an interna-

tional dimension and, consequently, 

increased opportunities for obtaining 

European funding.9

2. It is likely that the results of EU-fun-

ded research projects will be applied 

directly. One of the projects that has 

been finished recently is CHARISMA.10 

In spring 2018 the final presentation 

took place in the headquarters of 

Telekom Slovenije, which is one of 

the project partners.11 The aim of the 

project was to design a hierarchical 

para-virtualised 5G access network 

architecture, which sets up the shor-

test network connection that supports 

end-to-end security. Hence, it is likely 

that Telekom Slovenije as a project 

participant will help to lead implemen-

tation of these features in other 3S 

countries. However, this will require 

inter-governmental agreements and 

cooperation between 5G operators in 

all the member countries.

CASE STUDY – HUNGARY

The Budapest based 5G Coalition already has 

64 members. The Coalition was established 

on 19 June 2017 with the participation of go-

vernmental and market players, professional 

and interest groups, universities and scientific 

think tanks; it aims to put Hungary at the top 

of European 5G developers.

The other priority of the Hungarian govern-

ment is to use the 5G technology in its Smart 

City development.

3. Hungary’s telecommunications au-

thority NMHH is planning to sell the 

frequencies needed for the launch of 

5G services in the country in the third 

quarter of 2019. The draft legislation 
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required for 5G is supposed to be 

issued before the end of 2018. The 

authority already began preparing the 

new frequency trading planned for 

the third quarter of 2019. NMHH will 

sell licenses for the use of 700 MHz 

and 3400–3800 MHz bands as well 

as other currently available bands to 

service providers during the bidding.12

4. In July 2018, Magyar Telekom de-

monstrated a 5G test network in the 

3.7 GHz spectrum band in Budapest 

under real-world, non-laboratory 

conditions. It was implemented with 

a pre-standard 5G system, using Hu-

awei Technologies’ 5G network devi-

ces, ready for commercial launch. The 

use cases shown included real-time 

remote diagnosis via the 5G network, 

rescue with drone using 5G and 

gaming in augmented reality. The tech-

nology could be available in 2–4 years. 

Although in Europe 5G are planned to 

already be generally available by 2020, 

in Hungary the target year is 2022.13

5. Telia Company, Ericsson and Tallinn 

University of Technology (TalTech) 

have joined forces to launch Estonia’s 

first 5G pilot network at the university 

campus by year end. Companies and 

startups are invited to use the 5G ne-

twork to develop future services and 

new business models. The network 

will provide mobile data for the whole 

TalTech campus, which makes the de-

velopment of innovative new services 

and solutions possible. TalTech has 

built a self-driving car named Iseauto, 

which will become one of the first co-

operation projects within the 5G pilot 

network scope. The next milestone 

will come in 2019, when the project 

partners will showcase Iseauto driving 

around and communicating with the 

surrounding infrastructure with the 

help of 5G.14

RECOMMENDATIONS FOR 
THE 3S COUNTRIES:

1. Harmonised approach in the 3S region 

to the 5G development is needed due 

to potential regional application in 

projects such as D3SH.

2. Political will is needed to operationa-

lise the 3SDH project and implement 

its calendar that was preliminary 

drafted and included in the description 

of the priority interconnection projects 

listed by the Three Seas Summit in 

Bucharest.

3. Policy modernisation is necessary to 

cater to the ubiquity of 5G technology 

without creating an overregulated 

system which stunts innovation and 

growth. Policy-makers have to enable 

firms to make long-term invest-

ments and R&D, facilitate public-pri-

vate cooperation on 5G standards 
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and ensure adequate intellectual 

property protections for standardised 

technology.

4. A strong emphasis shall be placed on 

effective government frameworks 

which also have clear and robust 

regulations on issues of data exchange, 

data privacy, security and well-being 

of the population.

5. Providing an encouraging regulatory 

environment for all stakeholders 

which includes suitable spectrum 

available in the appropriate bands and 

with appropriate license conditions 

is necessary. Capability and technical 

standards and bands allocation are also 

areas that shall be prioritised.15

6. Building an efficient, robust and 

secure, including cybersecure, core 

network that will support the 5G tech-

nology solutions is a must. However, 

end-to-end security shall be addressed 

above all, as protection mechanisms for 

the core network are sufficient enough 

at the moment.

7. Technical coordination of 5G frequ-

ency bands on the backbone of the 3SI 

is required.

8. Development of 5G shall be focused on 

specific sectors and thereafter moni-

tored on that basis; transport, energy, 

e-health, finances, water supplies and 

other defined nationally critical infra-

structures shall be taken into account. 

Other points of concern shall include 

automotive industry, M2M communica-

tions, agriculture.

9. Ensuring that a broad range of stake-

holders is involved to discuss appro-

aches and strategies for 5G is impor-

tant for its development. It is crucial 

that all stakeholders have an equal 

voice in such discussions and debates. 

Different actors’ involvement in esta-

blished coalitions, working groups, etc., 

shall be beneficial, as will the clarifica-

tion of what their possible responsibi-

lities are.16

10. The role of academia and research insti-

tutes to contribute to creating an ena-

bling environment for the 5G deploy-

ment is critical, also for R&D in the field 

of 5G. This can be done by developing 

new educational and certification 

programs related to 5G technologies. 

Universities can further bridge the gap 

between verticals and operators and 

aid in exploratory research.
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GEOPOLITICS 
AND THE CEE REGION

by Edward Lucas1

Define the term, and you define the pro-

blem. Geopolitics is about the influence 

of geographical relationships on political 

behaviour. A category constructed on the 

basis of proximity or history easily beco-

mes an entity, which may then be overesti-

mated as a subject or an object of interna-

tional relations. China, for example, puts 

widely varying countries² into one category 

for its 16+1 format, examined later in this 

article. Some of these are in NATO; some 

are in the EU, some are in both and some 

in neither. Some are newly independent; 

others have centuries of sovereignty and 

statehood. So: why those sixteen, and not 

fifteen or seventeen?

These difficulties reflect the fact that defi-

ning ‘Central and Eastern Europe’ is getting 

harder: something which everyone living 

between the three seas – the Baltic, Black 

and Adriatic – should celebrate. Clarity in 

categories is a legacy of the brutal divides 

of the cold war, when ‘eastern Europe’ 

was crude but convenient shorthand for 

the countries of the Soviet empire. Now 

these shared memories of occupation, 

domination, and alien economic and 

139



political structures, are fading. Underlying 

differences have emerged – between 

economically advanced and backward 

countries, between those with protestant, 

catholic or orthodox religious orientations, 

between a handful that historically regar-

ded Russia as a liberator from other forms 

of oppression and a majority that did not. 

This variance increasingly outweighs the 

legacy of 1945-91. Despite their radically 

different experience during the cold war 

Sweden and Finland have much in common 

with the Baltic states and Poland when 

it comes to worries about Russia. More 

distinctions loom. Demography may play 

a role, for example: countries with ageing, 

fast-shrinking populations may in future 

display vulnerabilities and fix priorities not 

shared by those whose populations are 

stable or growing.

Any definition of ‘Central and Eastern 

Europe’ at the end of the second decade 

of the second millennium will therefore be 

a snapshot, and necessarily arbitrary and 

incomplete. We can do our best to draw de-

finitions, but we should do so humbly, in the 

knowledge that even our best efforts will 

be out of date, and perhaps sooner than we 

think.

The use of ‘central’ as well as ‘eastern’ im-

plies a difference that merits the separate 

adjectives. There must be some part of 

eastern Europe which is not central, and 

some of central Europe that is not eastern. 

Yet the two together must have enough 

common characteristics to make it worth 

combining them.

This leads on to the second big point. Tho-

ugh ‘central’ and ‘eastern’ sound like geo-

graphical terms, physical location is only 

partially helpful in determining geopolitical 

significance. Even during the heyday of cold 

war ‘eastern Europe’, the term owed more 

to history than to topography.3 Prague, ca-

pital of the then ‘eastern European’ country 

of Czechoslovakia, is geographically west 

of Vienna, capital of neutral, but capita-

list, democratic and therefore ‘Western’ 

Austria. Most of Finland lies to the east of 

most of ‘eastern Europe’. Greece, a member 

of NATO since 1952, is also in the geo-

graphic east of the continent, Turkey even 

more so.

Nowadays, ‘eastern Europe’ is, if anything, 

shorthand for Armenia, Azerbaijan, Bela-

rus, Georgia, Moldova and Ukraine. These 

countries do have in common a shared past 

as former Soviet Socialist Republics, tho-

ugh why this should be of overwhelming re-

levance 27 years after the USSR collapsed 

is unclear. More importantly, they are not 

members of the main Western security and 

economic structures, the European Union 

and NATO, while being subject to severe 

economic, political and in some cases 

military pressure from the authorities in 

Moscow.

Reactions to this vary. In the case of Arme-

nia and Belarus, relations with Russia are 
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sometimes tense but rarely overtly hostile. 

Azerbaijan pursues its own diplomatic 

path, often influenced by Turkey. Ukraine 

and Georgia are direct victims of Russian 

military aggression. They are ardent appli-

cants for membership of the EU and NATO, 

and receive substantial military, economic 

and political bilateral support from We-

stern countries.

The use of ‘central’ as well as 
‘eastern’ implies a difference 
that merits the separate 
adjectives. There must be 
some part of eastern Europe 
which is not central, and some 
of central Europe that is not 
eastern. Yet the two together 
must have enough common 
characteristics to make it 
worth combining them.

If ‘eastern’ Europe is fuzzy, ‘central’ Europe 

is even harder to define. The geographical 

centre of Europe is disputed, because the 

continent’s northern and eastern borders 

are not fixed. The term’s historical and 

literary antecedents are questionable.4 Ap-

plying a degree of practical cynicism, ‘cen-

tral Europe’ could nowadays be described 

as a catch-all phrase for countries ranging 

from Estonia southwards that a) were at 

some time under some sort of commu-

nist rule; and b) do not wish for whatever 

reason to be called ‘eastern Europe’.5 The 

term ‘central and eastern Europe’ is indeed 

imperfect and should be used with caution 

and humility. But it carries two important 

messages.

One is that these countries are still recove-

ring from the damage done in the decades 

following 1945. Backwardness, isolation 

and meanness survive, even when the 

tenets of Marxism-Leninism and self-mana-

ging socialism are long forgotten. Although 

a handful of countries, notably Slovenia, 

are now well into the middle-income 

category, the legacy of the past is mostly 

all too visible. Sometimes the shortcomings 

are most visible in infrastructure: pipelines, 

power lines, railways and roads built under 

communism in order to reinforce depen-

dence on the east. Housing stock was built 

cheaply, with little regard for the human 

and environmental needs. Much has been 

done to bridge those gaps; much more 

remains. In other places the shortcomings 

are most apparent in public services such 

as health or education, or in the quality of 

criminal justice and public administration.

In particular the legacy of the secret police 

files and networks of informers, and of the 

expropriation of property and blighted li-

ves which the totalitarian system enforced, 

is a moral Chernobyl. This will afflict social 

trust and cooperation, and the public’s 

sense of justice and fairness, for decades to 

come. No country has fully engaged in the 
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truth and reconciliation which could heal 

these historical wounds. In the post-com-

munist era, perpetrators mostly fared 

rather better than they deserved, while 

victims mostly have not received redress 

for the moral and physical damage they 

suffered. Yet these binary categories are 

misleading: some, and in some countries 

many, people can be viewed as both perpe-

trators and victims. This problem, toxic and 

unsolved, is unique in Europe. Dictator-

ships in Greece, Portugal and Spain were 

briefer and milder. They did not leave such 

deep scars. Just as it is hard for Britain to 

realise what it means never to have been 

under foreign occupation, it is hard for 

most countries in what we crudely term 

‘western’ Europe to realise the true legacy 

of communist rule.

This is not just a moral burden. It is also 

a strategic vulnerability. Part of the legacy 

of the past is low levels of social trust, 

fragmentation and alienation. Resilient, 

cohesive countries are harder to attack 

than atomised, mistrustful ones. Moreover, 

Russia has human, commercial and physical 

ties to the former Soviet empire which it 

unhesitatingly exploits.

Though real differences exist, a related 

problem, paradoxically, is outsiders’ 

exaggerated misperception of east-west 

differences. An ‘orientalist’ approach 

in countries that were never scarred by 

communist rule can lead to a patronising 

assumption of an ‘eastern’ Europe defined 

by its otherness: less civilised, less impor-

tant, less pleasant – a muddy, homogenous 

wasteland of crumbling concrete, popula-

ted by grim-faced barbarians in felt boots, 

with a history of ethnic hatred and super-

stition. In particular, the ‘easterners’ are 

seen as hot-headed, paranoid and resentful 

when it comes to geopolitics, dragging the 

rest of Europe into pointless and dangero-

us clashes with Russia.

The truth is the other way round. Much of 

‘old’ Europe has been complacent about 

the rise of a revisionist Russia. The coun-

tries of what may be termed (with further 

compression) the ‘CEE region’ (and others 

outside it, notably Norway, Sweden and 

Finland) have a sober awareness of the 

danger. Sometimes they are threatened 

chiefly because of geographical proximity – 

the Baltic states, Georgia, Poland, Romania 

and Ukraine are the clearest examples. 

For countries farther away, the danger 

may stem more from political or econo-

mic vulnerabilities. The Czech Republic, 

Bulgaria and Slovakia fall into this category. 

Some countries are at risk because of their 

geopolitical choices: the coup attempt in 

Montenegro in 2016, on the eve of that 

country’s accession to NATO, is a good 

example; so too are the shenanigans in Ma-

cedonia over attempts to solve the dispute 

with Greece over the former Yugoslav 

republic’s constitutional name.

Of course the CEE region is not alone in 

experiencing these threats. Indeed, in 
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many respects the pressure from Russia is 

worse in countries that do not form part of 

the region even in its widest definition. The 

attack on the American electoral system in 

2015-2016, involving the hacking-and-le-

aking of politically sensitive material, the 

use of polarising material on social media 

and questionable contacts with leading fi-

gures in Donald Trump’s election campaign, 

far outstrips in ambition, scale and scope 

anything conducted in the CEE countries. 

The military pressure on non-NATO Swe-

den and Finland in some respects exceeds 

that on the Baltic states. Kremlin economic 

and political penetration of Germany and 

Austria is remarkable – probably only 

Ukraine in the Yanukovych era, Belarus 

and perhaps Serbia have experienced 

anything similar.

The threat perception within the CEE 

region is not uniform. It varies widely. 

For reasons ranging from arrogance and 

complacency to outright corruption, it can 

be hard to draw decision-makers’ attention 

to the threat posed by Russia. In countries 

such as Serbia and Bulgaria, historical 

and cultural ties can distort the security 

culture. Countries such as Albania, Slovenia 

and Croatia have no lived experience of 

Soviet domination. Deep-rooted rivalries 

and historical issues (between Poles and 

Lithuanians, Poles and Ukrainians, Hun-

garians and Slovaks) can be exploited by 

the Kremlin to shift attention away from 

common external threats and towards 

neighbourhood disputes.

It is particularly important, therefore, to 

avoid using the CEE region as a synonym 

for ‘front-line states’. Frontlines abound, 

and they do not all run through, or even 

include, this part of Europe. If we are wor-

ried about the Russian military threat, then 

we need to start in the Arctic and end in 

Syria. If we are interested in energy diplo-

macy, our field of vision must include Saudi 

Arabia and Venezuela. If we are worried 

about political penetration or influence 

operations, then geography has no limits 

at all. The CEE countries’ common vulne-

rability does not make them shakier than 

their counterparts elsewhere in Europe. 

Knowledge of weakness is the beginning of 

strength. Russia finds it far easier to make 

mischief in countries which the term ‘cold 

warrior’ is a jocular term of abuse, than in 

societies where the Gulag is still in living 

memory.

Given these provisos and qualifications, 

where is the CEE region now as a subject 

and object of geopolitics?

The first and most important point is that 

the threat from Russia is real. The central 

organising principle of Vladimir Putin’s 

regime is that stability at home requires 

revisionism abroad. Accommodating the 

Kremlin’s interests, therefore, is not about 

changing outcomes within an existing set 

of rules. It would mean accepting new 

rules dictated by Russia. This is hard for 

many Westerners to understand, because 

we believe implicitly that the European 
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security order dating back to the Helsinki 

process in the mid-1970s is stable, because 

all sides regard it as fair.6 This assumption 

is profoundly mistaken. The Kremlin, citing 

the need for a buffer zone around its long 

and vulnerable borders, regards the We-

stern-dominated security order as unfair, 

threatening and over-ripe for change. It 

believes that the rules were drawn up 

without regard to Russian interests and 

that the West is hypocritical in the way it 

implements them: dressing up self-interest 

with phony talk about human rights and 

the rule of law.

Russia also believes that conflict and 

competition are central to international 

relations; talk of win-win outcomes is naïve 

at best and mendacious at worst. As far 

as Russia is concerned, conflict with the 

West is inevitable; the only question is who 

wins. This has the advantage of strategic 

coherence. Russia’s decision-makers share 

a broadly similar perception of the threat, 

at least as far as the West is concerned.7 

They have common priorities, appetites for 

risk and assessments of our vulnerabilities. 

None of that is true on our side.

The stakes are particularly high for the 

CEE region. Russia does not believe that 

its neighbours should be fully sovereign, 

with the right to make their own decisions 

about their geopolitical future. In Russia, 

a former imperial power with a long history 

of invasion by (and of) its neighbours, such 

independent-minded behaviour is seen as 

an affront to history and geography. In par-

ticular, many Russians see the CEE region 

as a war trophy, won through the sacrifice 

of the war against Nazi Germany and its 

allies. From this standpoint, any resistance 

to Russian influence in these countries 

now can therefore be dismissed as residual 

sympathy for fascism.

The Kremlin does not want to re-conquer 

its ex-colonies; even leaving aside the risk, 

restoring the empire would be prohibitively 

costly. Even accounting for differences in 

purchasing power, Russia’s economy is only 

about one quarter of the size of the EU’s.

Russia does not believe 
that its neighbours should 
be fully sovereign, with 
the right to make their 
own decisions about their 
geopolitical future. In Russia, 
a former imperial power with 
a long history of invasion 
by (and of) its neighbours, 
such independent-minded 
behaviour is seen as an affront 
to history and geography.
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The West has since 2008 substantially 

strengthened its security posture in CEE 

region. The Kremlin’s reaction to this has 

been bombastic. Russia’s defence minister, 

Sergei Shoigu, says Russia will continue to 

strengthen its forces in order to ‘neutralise 

the security threat in the Black Sea region 

from NATO.’ As with Kaliningrad8 in the 

Baltic region, Russia uses the mistaken 

(and, in truth, fictional) narrative of encirc-

lement to justify an increasingly aggressive 

military posture. Having posited encircle-

ment, Russia must have the capability to 

break it. Its security therefore depends on 

its neighbours’ insecurity. Making Rus-

sia rethink its dangerous approach would 

require a combination of better deterrence 

(of which more later), a carefully calibrated 

defensive military build-up, and clear-spoken 

and united Western diplomacy. This is lacking 

now, and unlikely in the foreseeable future.

As a result of this weakness, Russia belie-

ves it has a realistic chance of changing 

the European security order, replacing 

the rules-based multilateral system with 

a bilateral one in which strong countries do 

the deals that they can, and weak countries 

accept the outcomes that they must.

Russian security policy: 
aims and means

 

In pursuit of that strategic aim, Mr Putin 

has intensified what is often called ‘hybrid 

But it does want to constrain them. It par-

ticularly begrudges the former captive na-

tions of the Soviet empire – which compri-

se most of the CEE region – their freedom, 

their prosperity, and their sovereignty. For 

countries already in the EU and NATO, the 

aim is to promote their marginalisation, pit 

them against each other, or to use them as 

Trojan Horses in order to gather intelligen-

ce or impede decision-making. For others, 

chiefly the poorer ex-Yugoslav republics 

such as Macedonia, the Russian priority is 

to prevent where possible their integration 

into Western structures.

This approach is economically perverse. 

Successful, stable prosperous neighbours 

would in almost all respects be good for 

Russia. But the success of former colo-

nies poses an existential challenge to the 

stagnant and autocratic model of gover-

nment pioneered by the Putin regime. If 

Estonians, under Soviet rule until 1991, 

can have European living standards, good 

public services and world-class digital 

infrastructure, why can people across the 

border in Russia not enjoy the same bene-

fits? The answer is that the freedoms which 

Estonians exercise would, if spread to 

Russia, erode and challenge the Kremlin’s 

grip on power. Despite much paranoid pro-

paganda bombast to the contrary, neighbo-

uring countries pose no military threat to 

Russia. But they do potentially challenge 

the Kremlin’s political legitimacy.
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warfare’ against the West: a complex 

mixture of tactics, usually coordinated by 

the intelligence services, which are particu-

larly potent against open societies.

This form of conflict uses money, bol-

stering self-interested commercial and 

financial lobbies which profit from doing 

business with Russia and fears any cooling 

in political ties. Energy, economic and 

financial ties constrain Western responses 

to Russian revisionism. Overt and covert 

payments buy influence in political parties, 

think tanks, media outlets and academic 

institutions.

Russia also practises information warfare 

(propaganda) with a level of sophistication 

and intensity not seen even during the Cold 

War. It uses the immediacy, anonymity 

and ubiquity of the internet to confuse 

and corrode Western decision-making 

and public life. It is prepared to threaten 

and apply force, ranging from physical and 

cyber-intimidation of opponents, including 

assassination, to military sabre-rattling. 

Where necessary – as in Georgia, Ukraine 

and Syria – it uses straightforward conven-

tional warfare.

Money, propaganda and force are the most 

salient features of the Russian approach. 

But there are many more. A non-exhausti-

ve inventory includes:

• the targeted use of corruption;

• covert information operations such as 

hacking and leaking attacks;

• cyber-warfare; 

• diplomatic divide-and-rule games; 

• the exploitation of economic, ethnic, 

linguistic, regional, social and other 

divisions;

• economic sanctions such as import 

curbs and restrictions on exports and 

transit; energy blackmail; 

• the exploitation of religious sentiment, 

especially among Orthodox believers; 

• stoking financial panics; 

• lawfare (the abuse of local and inter-

national legal procedures, such as 

issuing Interpol Red Notices to critics, 

mounting libel actions and vexatious 

lawsuits);

• the use of organised crime networks to 

demoralise and intimidate; 

• subversion of social norms, public con-

fidence and state institutions; 

• violent anti-social behaviour including 

sabotage and vandalism; and

• weaponising history to besmirch the 

reputation of a target country and hide 

Kremlin crimes.

 

To complicate matters further, these tactics 

are not applied in a static or even linear for-

mation. Russia’s spymasters are not stupid. 

They develop new approaches, especially 

new combinations and sequences of tactics, 

tweaking them based on results. We may 

think we are looking at a picture; our adver-

saries are writing a screenplay.
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Human weakness means we find it is easier 

to admire problems than to solve them, 

to focus on the dangers we can see than 

worry about those that we can’t, and to 

use the tools we have on hand rather than 

try to acquire the ones we actually need. 

Western policy-makers and analysts over-

-focus on easy-to-see Kremlin propaganda, 

especially in English and other Western 

languages. In fact, information warfare 

– meaning deliberately misleading ‘fake 

news’ plus the disorientating use of trolls 

and bots – is just one, albeit conspicuous, 

element of the arsenal outlined above.

We may think we are looking 
at a picture; our adversaries 
are writing a screenplay.

Many in the West still assume, annoyingly, 

that this problem is somehow recent. It is 

not. All the tactics above have been tried in 

the CEE region in previous years, in many 

cases since the early 1990s.

People in these countries warned the West 

of the decay of democratic life in Russia, of 

election-rigging, of the resurgence of the 

old KGB, and of the growth of kleptocracy. 

They could see from first-hand experience 

that Russia had not abandoned its arro-

gant, unrepentant imperialist attitudes, 

and used a toxic cocktail of force, money, 

propaganda and subversion. Kremlin spy 

services were adept at finding targets and 

exploiting weaknesses. Though Russia was 

still economically weak back then, times 

would change. Trouble was on its way – not 

only for the CEE region, but for the rest of 

the world.

Western policy-makers did not just ignore 

those warnings. They patronised and belit-

tled the people who delivered them. That 

arrogant complacency has been costly, and 

is now dangerous. Influence operations are 

far more pernicious than kinetic warfare. If 

they succeed, armed resistance is pointless. 

Russia’s puny military struggles to operate 

outside its immediate neighbourhood, with 

Syria being for now the sole exception. But 

battle-honours for its influence opera-

tions include Berlin, Bratislava, Budapest, 

London, Prague, Rome – and, arguably, 

Washington, DC.

The transatlantic 
relationship: 
the end of an affair?

The nature and extent of Russian interfe-

rence in the US political system in 2015-

2016 is still unclear. The typical goal in 

Kremlin influence operations is to stoke 

controversy and division, rather than 

promote any particular cause or candidate. 

But regardless of putative Russian involve-

ment in his campaign, President Donald 

Trump’s rhetorical approach to transatlan-
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tic security marks a sharp change from the 

past. Mr Trump has called the EU an enemy, 

threatened to withdraw from NATO, 

decried the idea that the alliance’s Article 

5 security guarantee applies to its newest 

member, Montenegro, and conducted 

highly unusual bilateral personal diplomacy 

with Vladimir Putin.

Rightly or wrongly, that has fuelled the be-

lief in Europe that the US is an untrustwor-

thy ally. In Germany, for example, opinion 

polls suggest that the public regards the US 

as a bigger threat to world peace than Rus-

sia. Mr Trump’s anti-NATO rhetoric, inclu-

ding lines such as: ‘Sometimes our worst 

enemies are our so-called friends or allies’ 

has prompted an alarming drop in support 

for NATO among Republicans, long scepti-

cal about multilateralism. In March 2016, 

Republicans wanted the US to remain in in 

the alliance, by 48 per cent to 17 per cent. 

In a YouGov poll in July 2018, the party 

base split evenly, with 38 per cent opposing 

and backing continued membership.9 

Though other countries also face thre-

ats from Russia, the CEE countries face 

a uniquely difficult mixture of economic, 

political and military threats. None of them 

is big or strong enough to manage its own 

defence, now or in the foreseeable future. 

The ability of a united West to constrain 

and deter Russia is a matter of the highest 

national security importance. 

President Trump’s behaviour on this front 

has, put mildly, been less than thoroughly 

helpful. The invasion of Ukraine and 

seizure of Crimea in 2014 made Mr Putin 

a diplomatic pariah. Now he is receiving 

a detox. After his friendly meeting in 

Helsinki in July 2018, the Russian president 

attended (ostensibly as a private guest) the 

wedding in August of the Austrian foreign 

minister, Karin Kneissl. It is hard for other 

European countries to complain about this, 

given the lead taken by the American presi-

dent. Moreover, Mr Trump has invested his 

personal prestige in maintaining friendly 

relations with his Kremlin counterpart. 

That risks hampering his response to any 

future provocation by Russia, perhaps in 

Ukraine, the Western Balkans or Belarus.

Yet the picture is not as simple as the pre-

sident’s domestic critics would make out. 

Although the tone of Mr Trump’s criticism 

of NATO is new, the substance is not. Eu-

ropean allies have been spending too little 

on defence for decades. American officials 

have repeatedly warned of the dangers of 

this, both in diminished military capability, 

and in the strains this puts on the Atlantic 

alliance. Mr Trump may express himself 

with unprecedented acerbity on the issue, 

but Europeans cannot justly complain that 

they were taken unawares.

Secondly, American support for European 

defence in practical terms is rising not 

falling. The budget for the financial year 

starting in 2019 includes USD 6.5 billion 
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for the ‘European Deterrence Initiative’ 

(previously called the European Reassuran-

ce Initiative). The Pentagon requested USD 

4.8 billion in the current financial year and 

received USD 3.4 billion in the previous 

one. The US Army presence in Europe, 

after years of decline, is now growing again.

Combined with the contributions of other 

European allies (not the least of which are 

significant contributions by vulnerable CEE 

states in enhanced NATO CEE security 

structures and formations it reduces the 

likelihood of a sudden Russian surprise 

attack on neighbouring states. But the 

reassurance is only partial. Territorial 

defence – and the doomsday thinking of 

the balance of terror which underpins it – is 

one part of 21st-century security, not the 

whole. Nuclear weapons are no answer 

to Russia’s capacious and well-stocked 

hybrid-warfare arsenal. No local military 

solution, in either the Baltic region or the 

Black Sea, will be adequate on its own. The 

central component of collective defence 

is an effective deterrent that is not tied to 

any particular geographical theatre.

Other potential deterrents, such as rapid, 

punitive financial and visa sanctions, or the 

use of cyber and information weapons in 

response to aggression, are not yet part 

of our strategic planning. In response to 

a Russian non-military provocation, such as 

an economic blockade, targeted assassi-

nations, cyber-attack, sabotage or subver-

sion, NATO has few means of responding 

in the right timeframe. Increasing the 

alliance’s air policing presence in the Baltic 

states, bringing heavy armour from the 

United States, or holding a live-fire military 

exercise would be at best a symbolic (and 

probably belated) answer to such incidents.

Rebuilding resilience and developing 

next-generation deterrence requires 

a transformation in government and so-

ciety, rethinking our silo-based approach 

to counter-intelligence, criminal justice, 

financial supervision, internet security 

and media regulation, while refashioning 

our threadbare security culture. This 

process will be costly and difficult, with 

some painful trade-offs. It will be particu-

larly hard to do this at a time of increasing 

fragmentation and decreasing trust.

The second problem is decision-making. 

Russian penetration of some NATO Eu-

ropean allies mean that it could be difficult 

to achieve a rapid consensus at the North 

Atlantic Council in response to a Russian 

provocation, in particular one with sub-

stantial non-military elements. That would 

put a particular emphasis on other coun-

tries’ abilities to respond independently of 

NATO, in particular the US.

Here the question marks over Mr Trump’s 

judgment (and in some eyes his integrity) 

become crucial. How would the comman-

der-in-chief respond to Russian aggression? 

Would he really risk war, ordering the US 

military to deploy in force, and use live 
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ammunition? Or would he seek to sort the 

matter out with Mr Putin, doing a deal over 

the heads of the allies? We do not know. 

Leadership rests on credibility. Trust in the 

US has been ebbing for years, but under 

Mr Trump a rip tide is running. For the first 

time since the Berlin airlift seventy years 

ago, European allies no longer rely on de-

cision-makers in Washington, DC to solve 

their problems.

Complete fragmentation, though, is not 

inevitable. Britain and other European 

countries are fighting a defensive battle 

to save the transatlantic alliance, making 

whatever efforts they can to placate the 

president, and shoring up support for 

NATO in Congress, with public opinion, and 

in other parts of the American system. The 

struggle is far from lost and could yet be 

won. A costly and risky new era of post-

-Atlantic defence is looming. The question 

is how Europe manages it.

Brexit both complicates and simplifies 

matters. It acts as a severe distraction in 

the short term, consuming scarce time 

and energy. But it also precipitates new 

thinking. In the past, Britain, along with 

Turkey, has acted as a brake on EU defence 

cooperation, now labelled PESCO (Per-

manent Structured Cooperation). It saw 

such efforts as a French-led attempt to 

undermine the Atlantic alliance, dangerous 

if it worked, and a distraction if it did not. 

Britain’s looming departure from the EU 

means that policy-makers in London can 

no longer hold back PESCO. Yet at the 

same time, Britain is aware that its clout in 

military, security and intelligence matters 

offers the best chance of keeping a role 

in post-Brexit European decision-making. 

Meanwhile, Turkey’s autocratic leadership 

has marooned that country on the diploma-

tic margins.

In short, Britain is no longer blocking 

European defence cooperation. Instead, it 

hopes to shape it, along with France and in 

cooperation with Germany. EU-NATO ties, 

long blocked by Turkey, are flourishing too.

A particular priority here is promoting 

military mobility – a capability which has 

withered since the end of the cold war. Bu-

reaucratic procedures for crossing borders, 

access to scarce rail-freight capacity and 

other infrastructure bottlenecks, streng-

thened bridges, and speedy permission 

for the transport of live ammunition are all 

inadequate, startlingly so in many respects. 

EU-NATO cooperation offers an ideal fra-

mework for dealing with these problems.

In short, the leadership vacuum created in 

Europe by the Trump presidency is already 

being filled. Old dividing lines are blurring. 

An Anglo-French expeditionary force aims 

to be operational by 2020. Mr Macron, 

who says that Europe can no longer rely 

on the US in security matters, has laun-

ched a French-led, nine-country European 

Intervention Initiative, which is indepen-

dent of both NATO and the EU. The main 
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aim is to keep post-Brexit Britain involved 

in European collective security. Another, 

British-led, joint expeditionary force 

includes non-NATO Sweden and Finland, 

plus Norway (not an EU member), as well 

as Denmark, which opts out of EU defence 

policy.

Other bilateral and multilateral ties are 

strengthening too. Sweden and Finland 

have started unprecedented bilateral 

intelligence-sharing and military coopera-

tion. The Northern Group, a twelve-coun-

try defence forum, comprises Denmark, 

Estonia, Finland, Germany, Iceland, Latvia, 

Lithuania, the Netherlands, Norway, 

Poland, Sweden and the UK. NORDEFCO 

brings the five Nordic countries together. 

The Bucharest-9 represents the countries 

of the alliance’s eastern flank: Bulgaria, the 

Czech Republic, Estonia, Hungary, Latvia, 

Lithuania, Poland, Romania and Slovakia. 

The four Visegrád countries (the Czech 

Republic, Hungary, Poland and Slovakia) 

have pledged increased defence coope-

ration. The Three Seas Initiative brings 

together twelve EU member countries 

along a north-south axis from the Baltic 

Sea to the Adriatic Sea and the Black Sea: 

Austria, Bulgaria, Croatia, the Czech Re-

public, Estonia, Hungary, Latvia, Lithuania, 

Poland, Romania, Slovakia and Slovenia. 

All, except Austria, experienced some form 

of communist rule and have joined the EU 

since 1986. Though the initial focus was on 

infrastructure, the remit has broadened, as 

signalled by President Trump’s presence at 

the Three Seas Warsaw summit in 2017.

These new groupings are overlapping 

and untried. They cannot on their own 

substitute for the clout and credibility of 

structures with tried and tested formal 

decision-making, such as the EU and NATO. 

But in some circumstances they may offer 

greater speed and flexibility. Instead of the 

lumbering 29-country NATO bureaucracy, 

with its vulnerability to vetoes and delays, 

the new coalitions can bring together 

countries that are likely to share similar 

perceptions of the threat, and to trust each 

other to contribute speedily and effectively 

in dealing with it.

Many more such security arrangements 

are needed. Sometimes the US will be 

a conditional partner, other times it will be 

absent. Some of these groupings will be 

loose; others such as those dealing with 

counter-terrorism, will be tightly knit.

The trajectory of these efforts is encoura-

ging. But so far the pace is too slow and the 

costs high – German-Dutch military inte-

gration efforts, for example, have at least 

initially constrained rather than boosted 

capability. The gap between Russia’s ability 

to attack and the West’s ability to defend 

is growing, not shrinking. And Europe’s 

ramshackle security architecture is facing 

a wholly new challenge: China.
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Sixteen plus one: China’s 
divide-and-rule strategy  
in Europe

China’s efforts in the CEE region first 

attracted attention with the inaugural 

16+1 summit in April 2012. The format 

is striking in several respects. It lumps 

together sixteen CEE countries of widely 

varying background, size, economic heft 

and geopolitical outlook. It gives China 

an overwhelming diplomatic and tactical 

advantage: the sixteen countries do not 

form any kind of grouping. Instead, as the 

Czech analyst Martin Hála points out, the 

format packages sixteen separate bilateral 

relationships in a convenient diplomatic 

framework in which the countries are com-

peting for Chinese favour:10 

Czech President Miloš Zeman has 

publicly offered his country as 

an ‘unsinkable aircraft carrier for 

China in Europe,’ and Serbian po-

liticians have mused about standing 

out as the best student in China’s 

class in a way that would transform 

the ‘16+1’ into a ‘15+1+1’.

The initial vague and grandiose rhetoric has 

given way to a sharp focus on infrastructu-

re, in the form of President Xi Jinping’s Belt 

and Road Initiative.11 But the focus is de-

ceptive. The reason for the Chinese focus is 

less that the sixteen countries are econo-

mically attractive – they make about one 

tenth of Chinese trade with Europe – than 

that they are politically vulnerable. The 

sixteen countries’ own economic involve-

ment in China is minimal. They do not have 

domestic industries worried about loss of 

intellectual property to Chinese espionage. 

As open economies, they are not worried 

by cheap Chinese manufactured exports. 

And being mostly poorer than the Europe-

an average, they find Chinese inducements 

especially attractive.

The reason for the Chinese 
focus is less that the sixteen 
countries are economically 
attractive – they make about 
one tenth of Chinese trade 
with Europe – than that they 
are politically vulnerable.

There are risks in these inducements. As 

the Slovak analysts Richard Turcsányi and 

Matej Šimalčík noted in a recent article,12 

China prefers construction projects based 

on direct agreements with national govern-

ments, involving credits with state-backed 

repayment guarantees, direct selection of 

Chinese contractors and the use Chinese 

materials and labour. This non-transpa-

rent process creates opportunities for 

cost-padding and corruption and is in clear 

violation of EU public contracting regula-

tions. Second, these credits are costly. The 
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projects are not subsidised by the Chinese 

taxpayer; EU members would normally be 

able to borrow more cheaply elsewhere. 

The projects are attractive only if some 

other factors, such as personal gain or ge-

opolitical posturing, are in play. Third, using 

Chinese labour and materials reduces the 

‘multiplier effect’ which boosts the positive 

effect of conventional projects. Few if any 

extra jobs are created. The money paid for 

wages and other costs flows to China.

A leading example of Chinese ‘construc-

tion politics’ is the Belgrade-Budapest rail 

link, part of the Land-Sea Express Route 

between Hungary and the Greek port of 

Piraeus (owned by the Chinese company 

Cosco Pacific). First announced in 2013 

at a 16+1 summit in Bucharest, this USD 

2.89 billion, 350 km project has suffered 

repeated delays. The Hungarian side 

faces a European Commission inquiry into 

the evident breach of EU rules. Another 

example in the Western Balkans is the 

Bar-Boljare highway in Montenegro, which 

attracted criticism from the IMF because 

of its potential burden on public finances.

This model is in collision with the EU, for 

now chiefly over infrastructure projects. 

The Brussels rules stipulate clear public 

tenders for state-backed construction, 

ensuring open competition and minimi-

sing the scope for influence-peddling and 

bribery. China’s model is secretive and ad 

hoc: construction projects are the result of 

political negotiation, not a response to an 

objectively assessed public need. This, un-

fortunately, is increasingly attractive from 

the viewpoint of some European politi-

cians, who regard the EU’s rules as onerous 

and intrusive. As the EU tries to apply 

pressure to countries such as Hungary and 

Poland in response to their breaches of EU 

rules, China is an increasingly attractive 

alternative.

Rows over infrastructure projects are 

therefore just a harbinger of a deeper clash 

ahead. China’s economic diplomacy and 

the 16+1 format have prompted severe 

criticism from some European leaders 

and attract increasing controversy. But 

the approach has already paid political 

dividends. The ex-communist countries 

used to be ardent supporters of human 

rights in Tibet: the Dalai Lama was one of 

the first foreign leaders to be invited to 

Prague Castle by Václav Havel after the 

1989 Velvet Revolution in Czechoslovakia. 

Now the Tibet spiritual leader is lucky if 

he meets even a handful of parliamentary 

deputies and municipal politicians during 

his travels in the CEE region. In July 2016, 

Hungary and Greece tried to weaken the 

EU’s stance on Chinese claims in the South 

China Sea. In March 2017, Hungary refused 

to sign an EU letter decrying the torture of 

jailed Chinese lawyers.

Beyond such diplomatic divide and rule 

games something deeper may be afoot. As 

Hála argues, the real purpose of 16+1 is the 

export of China’s model of state capitalism, 
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in which market mechanisms are tools in 

the hands of the party-state. 

 

The countries in the 16+1, he says, face 

a choice:

between open-tender requirements 

and contracts awarded via political 

deals; between economic compe-

tition and the collusion of economic 

and political interests; and finally, 

between democratic capitalism and 

a state capitalism dominated by 

shadowy oligarch networks.

Just the same could be said about Russian 

tactics. Geopolitics never really went away 

after 1989-91. But it is now back. Old 

structures are weakening and new threats 

rising. The 3S region is facing the eye of the 

storm, perilously short of friends, ideas and 

will-power.

ACTION POINTS:

1. Do not talk of ‘fake news’ or treat 

information operations as a discrete 

problem. We face influence operations 

in which propaganda is just one part 

and not necessarily the biggest or most 

important.

2. Nor is the problem new. The Soviet 

Union waged political warfare for 

decades.

3. Do not assume that Russia is the only 

adversary. China is trying to subvert, 

divide and dominate too.

4. Do not talk of ‘frontline states’. Every 

country has vulnerabilities.

5. Do not assume that the Atlantic 

Alliance is doomed. Fight to preserve it.

6. Do not assume that the Atlantic 

Alliance will survive. Look for alterna-

tives. Keep Britain involved in European 

security post-Brexit.

7. Old structures (EU, NATO) are incre-

asingly irrelevant or insufficient: too 

big, too divided, too rigid, too slow, 

too sleepy. Instead, build coalitions of 

the willing, capable and threat-aware, 

domestically and internationally.

8. Corruption and the politicised use of 

money are the West’s Achilles heel. 

Enforce laws, especially on rich and 

powerful people. Pass new ones if 

necessary, for example on corporate 

anonymity.

9. End the climate of impunity for influ-

ence operations. Catch Russian spies. 

Deport or jail them. Prosecute those 

they recruited.

10. Boost military resilience in the Baltic 

and Black Sea regions, but rethink 

deterrence, making it less dependent 

on nuclear and other military options.
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